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This research focuses on the development and systematic redesign of a 
Unified Modeling Language (UML) model to represent a digital envelope-
based security system. The digital envelope method, integrating both 
symmetric and asymmetric encryption, is employed to leverage the strengths 
of each encryption type, ensuring performance and security in data 
protection. The study enhances a previously proposed UML model by 
incorporating security symbols and notations tailored for security modeling, 
effectively capturing encryption principles while ensuring clarity and 
accuracy. However, several limitations were identified, particularly the lack of 
detailed separation between the encryption and decryption processes, which 
are crucial for ensuring data integrity, confidentiality, and non-repudiation. 
The research concludes that further development is required to refine these 
notations, including a clear distinction between encryption and decryption 
stages, and the inclusion of more detailed symbols for key management. 
Future work should focus on extending the notations to better address the 
security challenges faced by digital envelope-based systems, enhancing their 
representation of key generation, storage, and distribution. 
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A. Introduction 
Technology has been widely adopted across various sectors such as 

government, industry, and academia[1]. As the adoption of technology increases, the 
number of requirements that must be fulfilled also expands. The ITU’s X.800 
document outlines five essential categories of security services that must be 
provided: ensuring the identity of the involved parties (authentication), managing 
access rights to data (access control), maintaining the confidentiality of the message 
content (data confidentiality), ensuring that the data remains unaltered (data 
integrity), and preventing the denial of actions taken (non-repudiation)[2].  These 
services are essential to ensure the security of a system, particularly information 
systems implementing the Internet of Things (IoT) concept. 

The primary challenge in the implementation of IoT within networks is 
preventing unauthorized individuals from gaining access to transmitted data[3]. In 
healthcare settings, IoT is utilized for the continuous monitoring of patients' vital 
signs[4]. Vital data such as blood pressure, heart rate, and blood oxygen levels are 
monitored and transmitted to healthcare providers or other authorized personnel. 
Unauthorized modifications to this data could lead to harmful medical decisions. 
Therefore, ensuring patient security is of paramount importance in IoT applications 
[5]. Encryption is an effective technique for protecting data transmission in IoT 
systems, particularly in the healthcare sector [6]. It is an essential technique for 
safeguarding data by transforming the message into an unreadable format 
(ciphertext). The primary objective is to ensure that the message can only be 
accessed by authorized individuals possessing the decryption key. However, the 
implementation of encryption in IoT devices faces the challenge of limited 
resources, necessitating the adaptation of encryption techniques to accommodate 
these constraints. 

Two main categories of encryption are recognized, distinguished by the 
encryption and decryption mechanisms. Symmetric encryption is well-known for its 
efficiency and uses a single key for both encryption and decryption. In contrast, 
asymmetric encryption, which relies on two distinct keys, is regarded as more 
secure. A hybrid approach, known as the digital envelope [7], combines symmetric 
and asymmetric encryption to harness the advantages of both. Four of the five 
security services outlined have been successfully addressed by security systems 
employing the digital envelope [8]. In these studies, the proposed security scheme 
effectively satisfies system requirements, including the ability to operate on 
constrained devices with limited resources. 

The development of a system or software typically begins with requirements 
engineering to accurately identify user needs. Requirements engineering can be 
defined as the process of transforming user needs and desires into a concrete, 
implementable technical blueprint. System requirements are one level within the 
Requirements Level Classification scheme defined by Sommerville[9], consisting of 
detailed descriptions of services and constraints. These descriptions can be 
represented graphically to aid in explanation. It has been shown that graphical 
models are more effective than textual descriptions in facilitating discussions 
among developers[10]. UML (Unified Modeling Language) is a standard modeling 
language widely supported by various graphical tools and is well-understood by 
most developers[11]. Furthermore, in the context of IoT systems, there is currently 
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no established standardization for a representative language that can effectively 
capture the diverse requirements and complexities of these systems[12]. 

The objective of this study is to methodically design a UML model that 
accurately represents the current digital envelope system, incorporating predefined 
security symbols and notations [13]. The proposed model incorporates security 
symbols and notations, which are employed to design diagrams that enhance 
security requirements modeling. Furthermore, this approach enables better 
representation of security mechanisms within software design.  
 
B. Related Works 

Encryption is a method of securing data that has been widely utilized to 
protect sensitive information. Two commonly used encryption techniques are 
symmetric and asymmetric encryption. A method that combines both of these 
techniques is known as the digital envelope method.  

 
Figure 1. Digital envelope [8] 

 
The application of this method can provide four of the five security services 

defined by ITU X.800[2], which are: (1) ensuring that communication between 
entities is legitimate (authentication), (2) controlling access to allow only 
authorized access (access control), (3) securing data from unauthorized disclosure 
(data confidentiality), and (4) ensuring that the message received or sent has not 
been modified or corrupted (data integrity). The fifth service, ensuring that the 
sender cannot deny sending the message (non-repudiation), is also critical but was 
not directly addressed in this context. 

As quoted from the book Requirements Engineering for Software and Systems, 
“Requirements engineering is the branch of engineering concerned with the real-world 
goals for, functions of, and constraints on systems. It is also concerned with the 
relationship of these factors to precise specifications of system behavior and to their 
evolution over time and across families of related systems”[14]. In this context, real-
world goals refer to the users or stakeholders involved; functions describe what the 
system must be able to perform; and constraints include technical limitations, 
resource restrictions, or regulatory requirements that must be considered during 
system development. Thus, requirements engineering can be understood as the 
process of transforming user needs and expectations into a technical blueprint that 
can be implemented. 

The widespread use of UML (Unified Modeling Language) in software 
development has prompted research that integrates AI (ChatGPT), to design UML 
diagrams[15]. ChatGPT has been employed to generate sequence diagrams from 
natural language requirements. The reliability of ChatGPT has been evaluated based 
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on five criteria using a scoring scale. Other studies have implemented UML to model 
security systems for IoT [13], [16], [17]. All three studies agree that there is no 
standard approach for designing security within IoT architectures. Other studies 
have implemented UML to model security systems for IoT. The first study[16] 
proposes an architecture that can be used across four IoT layers. The study 
concludes that IoT modeling in real-world environments is considered difficult, 
complex, time-consuming, and costly. The second study[17] introduces a plug-in 
tool that can assist in designing IoT systems.  

 
Figure 2. Security symbols and notations [13] 

 
As quoted from the research[13] “The author’s argument regarding notations 

is that they lack attention to security concerns”. This study proposed a model of 
security symbols and notations to explain security within a graphical context. Figure 
2 shows the proposed security symbols and notations that can be implemented. The 
symbols are arranged from top left as follows: availability, access control, integrity, 
data integrity, sensory experience, authorization, session, non-repudiation, hashing, 
encryption, authentication, and confidentiality. These symbols and notations will be 
used as needed to design models for system requirements. 
 
C. Research Method 

 

 
Figure 3. Research method diagram 

 
The research flow has been illustrated in Figure 3, follows the stages of 

literature review, identification and analysis of requirements, UML model design 
with security symbols, model evaluation, and report writing. The literature review 
focuses on the security concepts provided by the digital envelope in accordance with 
the ITU X.800 definitions. It then explores software requirements engineering and 
the use of UML in security modeling. After conducting a literature review on both 
topics, the system requirements identified from previous research are: " How UML 
modeling using security symbols and notations can be applied to the system 
requirements of a digital envelope-based security system." 

The next stage is the identification and analysis of requirements. Identification 
is carried out on several Secure UMLs that can be used in modeling. The outcome is 
the selection of security symbols and notations to be used in the following stage. The 
next step is the design of the UML model. Based on the UML designed in previous 
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studies, modifications are made using the new notations. The results are evaluated 
in the next stage with the team and practitioners to gain feedback on the model used. 
All stages and the results obtained are documented in the final phase for 
dissemination. 
 
D. Result and Discussion 

 

Figure 4. Initiate 
phase activity diagram 

 

Figure 5. Checking header activity 
diagram  

 
In Figure 4, the initiation phase of the proposed security system is shown, 

which occurs before the device can communicate. If the device has not been 
initialized before, it will generate a new key pair (public key and private key). These 
keys are used to encrypt and decrypt messages during communication. After that, 
the device stores the key data, server information, and destination data in the 
EEPROM (Electrically Erasable Programmable Read-Only Memory). Once the keys 
are successfully stored, the device is considered authenticated. The next step is for 
the server to obtain the device’s public key by sending a request to the client and 
updating the public key data on the server. The received public key will be stored on 
the server, thus allowing the server to have all the public keys of the clients. If the 
device has been initialized previously, it only needs to retrieve the stored data from 
the EEPROM and is ready to proceed to the communication phase. 

In Figure 5, an activity diagram for checking the header is presented. In this 
stage, the device is ready to receive requests from the web server or other devices. 
After the device receives a request, it will check the header of the request. If the 
header is "GET /publickey HTTP", the device will send the public key in the 
response, and the header check process is complete. If the header is "PUSH /message 
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HTTP", the device will check the ID contained in the request body. If the sender's ID 
is not the server's ID, the device will run the subprocess for checking the message 
from the client. However, if the sender's ID is the server's ID, the device will run the 
subprocess for checking the message from the server. 

 
Figure 6. Checking messages from server activity diagram 

 
The next check is for the message from the server. The activity diagram for 

checking the message from the server is shown in Figure 6. The body of the received 
request will be decrypted using the server’s public key, which was stored in the 
server data during the initiation phase. After the message is decrypted, the format 
of the decrypted result will be examined. Several message formats that are accepted 
begin with "||msg||" followed by the message content, ending with "&&". Secondly, 
a message format that starts with "||dst||" includes the destination IP, destination 
port, and destination public key. Thirdly, a format starting with "||srv||" is similar to 
the second, but is used to change the device's server data. Fourthly, the message 
format is "||gen&&", indicating a command for the device to generate a new key. 

The first check is to ensure that the first two characters are "||" and the last 
two characters are "&&". If this format is correct, the device will proceed with 
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further checks; otherwise, the device will send a response stating that the message 
format is not recognized. If the beginning and end of the decrypted message match, 
it indicates that the message’s integrity, non-repudiation, and confidentiality have 
been maintained. 

Next, the device will examine the first seven characters of the message. If the 
first seven characters are "||msg||", the device will extract the message content from 
between the eighth character and the third-to-last character. If the message contains 
"send message", the device will set the send_message variable to 1, indicating that 
the device should send the message to another device. If the message contains 
"report", the send_message variable will be set to 2, indicating that the device should 
send the message to the server. 

In the second and third formats, if the first seven characters are "||dst||", it 
means the server wants to change the device’s destination data, while if it starts with 
"||srv||", the server wants to change the device’s server data. The data includes the 
destination IP, destination port, and destination public key, which will then be 
stored in the device’s EEPROM. Afterward, the device will send a success response 
to the server. 

The fourth format is message verification with the format “||rpt&&”. A message 
with this format indicates that the server wants the device to send a report back to 
the server. The destination IP, port, and public key are server data stored in the 
EEPROM.  

Finally, if the message format begins with "||gen&&", the device will be 
requested to generate a new key. The new key will be stored in the EEPROM, 
replacing the old key, and the new key will then be sent back as a response to update 
the device’s public key on the server. 

The activity diagram for checking messages from the client can be seen in 
Figure 7. The process begins with the device sending a request to the server to 
obtain the sender's public key. If the response received is the public key, the message 
will be decrypted using that key. However, if the response is not the public key, the 
device will immediately send a response stating that the message is unrecognized. 
After the message is decrypted using the server's public key, the next step is to check 
the message format. The format of the message must match the pattern 
"||msg||message content&&", where "||" is chosen because it is rarely used in 
sentences, and "&&" is chosen as the end delimiter because the "&" character is 
rarely used twice consecutively or at the end of a sentence. The check is performed 
by ensuring that the first seven characters are "||msg||" and the last two characters 
are "&&". If the message format is incorrect, the device will send a response stating 
that the message is unrecognized. If the message format is correct, the device will 
extract the message content from the eighth character to the third-to-last character. 

In Figure 8, the activity diagram for sending a message from the device is 
shown. In the message checking section, the value of send_message can be set to "1" 
or "2". If send_message is "1", the device will encrypt the message using the 
destination data and send a request containing the encrypted message to the 
destination address. Afterward, send_message will be set to "0". Conversely, if 
send_message is "2", the device will encrypt the data using the server's data and 
send the encrypted message to the server address. The encrypted message is used 
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to maintain its integrity, non-repudiation, and confidentiality during transmission. 
Then, send_message will be set back to "0". 

 
Figure 7. Activity diagram of 

checking messages from clients 
Figure 8. Sending message 

activity diagram 
 
From the application of security symbols and notations for UML, several 

evaluations were obtained. The symbols and notations used are more suitable for 

explaining user requirements rather than system requirements. The article [18] discusses 
the difference between user and system requirements. To fulfill user requirements, 
the approaches that can be used are more varied than those for fulfilling system 
requirements. Consequently, to meet system requirements, more detailed notations 
are necessary. In the context of encryption systems, the security requirements are 
more complex and precise, meaning the model may not fully represent the system’s 
needs. This limitation could affect the accuracy of the conclusions about how the 
UML model addresses the security requirements of a system. 
 

E. Conclusion 
This research has successfully developed and systematically restructured a 

UML model to represent a digital envelope-based security system. The digital 
envelope method, which combines symmetric and asymmetric encryption, 
capitalizes on the strengths of both encryption types. Symmetric encryption 
provides efficiency with a single key for both encryption and decryption, while 
asymmetric encryption offers enhanced security with the use of two keys (public 
and private). By merging these two encryption techniques, the digital envelope 
achieves both the performance and security necessary for effective data protection. 

The UML model proposed in previous studies has been successfully modified 
by incorporating security symbols and notations specifically designed for UML [13]. 
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These security notations provide a clear framework for modeling security aspects 
of the system, allowing for a more comprehensive understanding of how the digital 
envelope can be implemented in a real-world system. Despite the advancements 
made with these notations, several limitations remain that must be addressed in 
future work. One significant issue is that the current notations primarily focus on 
the encryption process and do not fully separate the encryption and decryption 
stages in sufficient detail. This is critical because, in a digital envelope-based system, 
the integrity and confidentiality of the data depend on how securely both the 
encryption and decryption processes are handled. Without a clear distinction 
between these stages, the model may fail to fully represent the nuanced security 
requirements of such systems. 

Further research and development are needed to refine these notations by 
clearly separating the encryption and decryption processes. This will enhance the 
accuracy and completeness of the security modeling and ensure that all stages of the 
data protection process are captured in a detailed and structured manner. 
Additionally, the introduction of more granular symbols for key management (such 
as key generation, storage, and distribution) could provide a more complete security 
solution, addressing potential vulnerabilities in the system.  
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