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Detecting software vulnerabilities is essential to keeping modern systems safe 
in the face of increasingly sophisticated cyber threats. This paper offers a clear 
and accessible overview of how vulnerabilities are currently identified, 
reviewing traditional techniques, machine learning (ML), and hybrid 
approaches. Traditional techniques such as static and dynamic analysis are 
still widely used but often suffer from high false positive rates and struggle to 
adapt to new and evolving threats. In contrast, recent ML developments, 
especially those involving Random Forest (RF) and Convolutional Neural 
Networks (CNN), have shown significant promise in improving detection 
accuracy, feature extraction, and classification. Decision Tree (DT) methods 
remain valued for their transparency, while CNNs and other deep learning 
tools excel at recognizing structural and spatial patterns in code. Combining 
these strengths in hybrid models integrating effective feature selection with 
powerful pattern recognition has the potential to deliver more accurate 
results and reduce false alarms. However, persistent challenges remain, 
including limited dataset diversity, weak resilience against adversarial 
attacks, and the need for real-time adaptability. By bringing together the latest 
research and practical insights, this review paper aims to guide developers, 
security analysts, and organizations in creating more robust, automated, and 
adaptive security tools capable of meeting the fast-changing demands of 
software vulnerability management. 
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A. Introduction 
Software vulnerability detection plays a crucial role in securing modern digital 

infrastructures, where a single undetected flaw can lead to severe breaches, 
financial losses, and reputational damage [1], [2]. The growing complexity of 
software systems, combined with the rapid evolution of cyber threats, makes early 
and accurate detection of vulnerabilities a top priority in cybersecurity. High-profile 
incidents, such as the exploitation of zero-day vulnerabilities in widely used 
software, demonstrate how undetected weaknesses can have global repercussions 
[3]. 

Traditional vulnerability detection methods, including static and dynamic 
analysis, have been widely used to identify flaws in software code. Static analysis 
examines code without execution, while dynamic analysis monitors program 
behaviour during runtime. However, both approaches face limitations, including 
high false positive rates, limited adaptability to emerging threats, and scalability 
issues when applied to large or complex codebases [4]. 

In recent years, ML has emerged as a promising solution to address these 
challenges, leveraging large datasets to identify complex patterns in source code and 
detect vulnerabilities more effectively. RF has proven effective for feature selection 
and classification tasks [5], while excelling in capturing structural and spatial code 
patterns [6]. Despite these strengths, most studies focus on single-technique ML 
models, which struggle to balance high accuracy with low false positives across 
diverse vulnerability types. 

While existing reviews have explored ML-based vulnerability detection [7]– 
[9], many have focused on individual algorithms or general approaches without 
emphasizing hybrid models that integrate complementary strengths. This paper 
builds on prior work, such as the survey by [10], extending the scope to address gaps 
including adaptability to multiple vulnerability types, real-time detection 
capabilities, and criticality-based classification. To the best of the researcher’s 
knowledge, this is the first comprehensive review linking the integration of RF and 
CNN to both theoretical advancements and practical deployment in diverse software 
environments. 

The paper adopted a systematic literature review approach, collecting studies 
from IEEE Xplore, SpringerLink, ACM Digital Library, ScienceDirect, and MDPI. 
Keywords such as “Software Vulnerability Detection”, “RF and “CNN” were used to 
filter relevant research. In total, 28 articles were reviewed to meet the following 
objectives: 

1. To identify and analyse existing state-of-the-art software vulnerability 
detection techniques, including traditional and ML-based methods. 

2. To investigate the benefits and limitations of using RF and CNN individually 
in vulnerability detection. 

As a result, the main contributions of this paper are: 
1. A structured comparison of traditional, ML-based, and hybrid techniques for 

software vulnerability detection. 
2. Insights into practical considerations for deploying hybrid ML models in real-

world software security environments. 
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The remainder of this paper is organized as follows: Section B provides an 
overview of software vulnerability detection. Section C discusses the concept of 
software vulnerabilities. Section D describes both traditional and machine learning-
based detection techniques. Section E focuses on various ML approaches. Section F 
reviews related work in the field. Section G highlights open research issues, and 
Section H concludes the paper with future research directions. 
 
B. Overview of Software Vulnerability Detection 

Software vulnerability detection is the process of identifying security 
weaknesses in software applications that could potentially be exploited by attackers 
[11]. It plays a crucial role in cybersecurity, as undetected vulnerabilities can be 
exploited for malicious purposes. 

Traditional methods of vulnerability detection mainly rely on Static 
Application Security Testing (SAST) and Dynamic Application Security Testing 
(DAST), with conventional tools such as Checkmarx, Fortify Static Code Analyzer, 
OWASP ZAP, and Burp Suite. However, these tools often suffer from high false 
positive rates, limited adaptability to new threats, and resource-intensive 
processing. These limitations have motivated the exploration of machine learning–
based approaches, such as RF and CNNs, to improve detection efficiency and 
accuracy [12]. 

As cyber threats continue to evolve, detecting vulnerabilities in software 
applications has become more complex. Therefore, the need for more advanced 
systems capable of detecting vulnerabilities while minimizing false positives and 
negatives has never been greater. This paper aims to explore how integrating RF 
and CNNs models can improve vulnerability detection by addressing these 
limitations [13]. 
 
C. Software Vulnerability 

Software vulnerabilities, often referred to as security defects or weaknesses, 
represent flaws in software that can be exploited to compromise security. According 
to [14], a software vulnerability is defined as “software faults with security 
consequences,” highlighting the critical impact these errors can have on system 
integrity. More specifically, vulnerabilities arise from errors in software definition, 
creation, or configuration that violate established security policies. For instance, a 
vulnerability may occur due to mistakes in software specification, development, or 
configuration, resulting in a breach of an asserted or implicit security policy. 
Understanding the judgment process behind identifying vulnerable code is crucial, 
as it involves various factors beyond just the code itself. Figure 1 illustrates the key 
elements influencing the assessment of whether code is vulnerable. These factors 
include the developer’s security knowledge, experience, and understanding of the 
program, as well as intuitive and perceptual judgments that collectively inform 
vulnerability detection. 
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Figure 1. Factors influencing vulnerability detection in code inspection [4] 

 
As illustrated in Figure 1, the practitioner’s ability to identify potential flaws 

in a code snippet depends on multiple dimensions, including both semantic and 
syntactic understanding of the code. Semantic understanding involves 
comprehending the meaning and purpose of code statements, such as recognizing 
the logic behind variable assignments or function calls. In contrast, syntactic 
understanding refers to the correct form and structure of the code, ensuring that it 
follows language rules and conventions. According to [14], “the practitioner can 
examine the code to determine whether there is a missing bound check for a variable 
(i.e., the cause of buffer errors).” 

Beyond this technical understanding, a practitioner’s security knowledge and 
experience play a critical role in vulnerability detection. This expertise allows them 
to think like a software tester or attacker, guiding their intuition to focus on 
suspicious code segments more closely. For example, a practitioner might assess 
whether a source parameter (such as a parameter value) could be influenced or 
controlled by an external variable, potentially leading to security risks. Additionally, 
perceptual and cognitive factors such as pattern recognition and prior exposure to 
similar vulnerabilities further influence judgment. These dimensions combine to 
form a holistic evaluation process, as depicted in Figure 1, where semantic and 
syntactic analysis, expert knowledge, and intuitive judgment converge to inform 
vulnerability detection decisions. 

 
D. Traditional and Machine Learning-Based Detection Techniques 

Traditional software vulnerability detection methods can be broadly categorized 
into the following [15]: 

• SAST: This technique examines source code without execution to identify 
potential vulnerabilities [16]. Tools such as Fortify, Coverity, and SonarQube 
are commonly used. However, SAST techniques struggle with detecting 
runtime vulnerabilities and often produce many false positives  

https://doi.org/10.33022/ijcs.v14i4.4972


  The Indonesian Journal of Computer Science 

https://doi.org/10.33022/ijcs.v14i4.4972  6329  

 

• DAST: DAST involves running the software in a controlled environment to 
observe its behaviour during execution [17]. Tools like OWASP ZAP and Burp 
Suite are used for runtime vulnerability detection While dynamic analysis 
provides insights into runtime vulnerabilities, it may miss issues in 
unexecuted code paths. 

• Signature-Based Detection: This technique relies on known vulnerability 
signatures to identify flaws within the software. Signature-based methods 
are effective for known vulnerabilities but fail to detect zero-day 
vulnerabilities.[18] 

• Behaviour-Based Detection: Behaviour-based approaches focus on 
analysing the behaviour of software to detect anomalies or deviations from 
expected patterns [19]. These methods are useful for detecting previously 
unknown vulnerabilities but are computationally expensive. 

 
E. Machine Learning-Based Approaches 

ML has significantly transformed the landscape of software vulnerability 
detection by enabling systems to automatically learn from data and improve over 
time. These approaches can detect both known and previously unknown 
vulnerabilities by identifying anomalies or deviations from expected patterns. ML 
techniques are generally classified into supervised, unsupervised, and 
reinforcement learning categories [20]. Each category offers distinct advantages 
and is suited to specific aspects of vulnerability detection. 

  
i. Supervised Learning 

Supervised learning algorithms rely on labeled datasets to train models that 
can classify or predict outcomes based on input features [20]. These methods 
are highly effective when historical data with known vulnerabilities is available. 
Prominent supervised models include: 

 
• Support Vector Machine (SVM): SVM works by finding a hyperplane that best 

separates different classes of data. In vulnerability detection, SVM is used to 
classify software components as vulnerable or non-vulnerable based on 
various features such as code snippets, function calls, and other behavioral 
attributes [21]. SVM is particularly effective in high-dimensional spaces. 

• RF: RF is a supervised learning algorithm that builds an ensemble of DT to 
make predictions [21]. It is particularly effective in handling large datasets 
and ranking important features, making it useful for vulnerability 
classification. 

• CNN: CNNs are DL models that excel in recognizing patterns in spatial data, 
such as images or sequences. When applied to vulnerability detection, CNNs 
can identify structural and spatial features in source code representations 
[22]. 

• DT: DT partition data based on feature values, making them easy to interpret 
[23]. In vulnerability detection, they are effective at identifying which 
features (e.g., function calls or code patterns) are most indicative of 
vulnerabilities. Enhanced variants such as GBDT and XGBoost improve 
performance by combining weak learners into a strong classifier. 
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• K-Nearest Neighbors (KNN): KNN classifies a sample by looking at the 
majority class among its nearest neighbors [24]. It’s useful in vulnerability 
detection when classifying new software or systems by comparing their 
similarity to existing known vulnerabilities. KNN is simple and effective 
when the data is not too large. 

• Artificial Neural Network (ANN): ANNs, including MLP, are capable of 
modeling complex, non-linear relationships. These networks learn from 
large datasets of software vulnerabilities, making them ideal for predicting 
vulnerabilities in complex code or systems. They have been applied in many 
cybersecurity contexts, where traditional algorithms fall short [25]. 

• Logistic Regression: Logistic regression is a straightforward classifier used 
in binary classification tasks, such as determining whether a given software 
vulnerability exists [26]. It models the probability of a sample belonging to a 
certain class based on input features. 

• Naive Bayes: Naive Bayes is a probabilistic classifier based on Bayes' 
theorem. It assumes that features are independent, making it 
computationally efficient and suitable for tasks where features are many but 
labeled data is scarce. In vulnerability detection, it’s used for screening 
software based on its feature set, especially when the dataset is large and 
sparse [27]. 

• Deep Belief Network (DBN): DBNs are a class of deep learning models 
composed of multiple layers of restricted Boltzmann machines. They are 
useful for detecting complex patterns in high-dimensional vulnerability data 
and large-scale databases [28]. DBNs are effective in modeling intricate 
relationships among features that may indicate. 
 

ii. Unsupervised Learning 
Unsupervised learning is used when labeled data is unavailable. These 

algorithms uncover hidden structures and patterns, making them particularly 
suitable for detecting zero-day vulnerabilities and other unknown threats [29] 
• K-Means Clustering: K-Means is an unsupervised clustering algorithm that 

groups data points into clusters based on similarity [29]. In vulnerability 
detection, it helps identify groups of similar vulnerabilities, and the outliers 
or anomalies within these clusters can indicate potential new vulnerabilities. 

• Principal Component Analysis (PCA): PCA is used for dimensionality 
reduction, extracting the most important features from large datasets. By 
reducing the dimensionality, PCA can highlight anomalous behaviors or 
patterns in software or system data that could be indicative of vulnerabilities 
[30]. 

• Autoencoders: Autoencoders are neural networks used for anomaly 
detection by learning to reconstruct input data [31]. High reconstruction 
errors can indicate anomalies or outliers, which in vulnerability detection 
could signify new or unknown vulnerabilities. 

• Hierarchical Clustering: This algorithm builds a hierarchy of clusters by 
merging or splitting them based on distance metrics [32]. In vulnerability 
detection, hierarchical clustering helps uncover relationships between 
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software components or vulnerabilities, which can be crucial for detecting 
novel attack vectors. 

• Isolation Forests: Isolation Forest is an anomaly detection method that 
isolates anomalies instead of profiling normal data. This is particularly useful 
for identifying rare and suspicious patterns that could indicate 
vulnerabilities not seen in the training data [33]. 

• Density-Based Spatial Clustering of Applications with Noise (DBSCAN): 
DBSCAN is another clustering algorithm that identifies clusters of varying 
shapes and sizes based on density [34]. It is effective for detecting 
vulnerabilities in imbalanced or noisy data, where traditional clustering 
methods might fail. 
 

iii. Reinforcement Learning 
RL involves an agent that learns by interacting with an environment and 

receiving feedback in the form of rewards or penalties [35]. In vulnerability 
detection, RL can be used to optimize scanning processes and adapt to dynamic 
threats. Different RL techniques are discussed below: 
• Deep Q-Network (DQN): These RL methods help develop adaptive 

vulnerability scanning strategies by learning the most effective actions over 
time. By interacting with a security environment and receiving rewards, Q-
Learning models optimize the scanning process to detect vulnerabilities 
more effectively [35]. 

• Policy Gradient Methods: Policy Gradient methods enable the learning of 
policies that directly map states to actions. These methods can dynamically 
adjust security configurations or scanning frequencies based on real-time 
vulnerability detection performance, ensuring optimal security decisions 
[36]. 

• Proximal Policy Optimization (PPO): PPO is an RL algorithm that strikes a 
balance between exploration and exploitation [37]. It’s used in adaptive 
systems for vulnerability detection, where new vulnerabilities may require 
frequent adjustments to security measures or scanning protocols.  
 

 
F. Related Works 

Software vulnerability detection has been a critical area of research due to 
the increasing number of security threats in modern software applications. 
Various approaches have been explored to enhance the accuracy and efficiency 
of vulnerability detection mechanisms using ML and DL techniques. 

A vulnerability detection algorithm, such as DT, RF, linear SVM, radial SVM, 
and extreme boosting, was compared by [38] to assess the efficacy of software 
metrics in discerning vulnerable code units. They aimed to determine the 
applicability of software metrics in various scenarios and the contribution of ML 
algorithms to this process. While their study found that ML algorithms 
effectively detect vulnerable code in security-critical systems, it revealed 
limitations, including false positives in non-critical systems, rendering the 
approach less meaningful. Furthermore, their method demonstrated a lack of 
accuracy in identifying vulnerabilities. A notable gap in their study is the 
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insufficient consideration of security concerns, especially in non-critical 
systems. In this paper, this gap is addressed by integrating RF with CNN 
algorithms to enhance accuracy and obtain meaningful results across criticality 
levels.  

A vulnerability detection algorithm for vulnerability detection in the context 
of Software Composition Analysis was applied by [39] aiming to predict the 
relevance of each data item within a software component. While their study 
emphasizes improvements in precision and recall, it lacks specific insights into 
false positives and false negatives. In parallel, this paper shares the goal of 
distinguishing vulnerable code units with ML but introduces unique features 
such as adversarial robustness and dynamic anomaly detection. Explicitly 
addressing adversarial attacks and continuous threat monitoring during 
runtime, these aspects enhance the resilience of our M-Systems, providing 
additional layers of security is not discussed.  

A vulnerability detection algorithm based on the J48 DT was applied by [40] 
to identify vulnerabilities in software code and assess the effectiveness of ML-
based detection methods. While their study successfully adapted J48 for 
vulnerability detection, it overlooked specific dataset characteristics that could 
impact generalizability. Like our methodology, their approach used supervised 
learning by training the model on labeled data. However, their study lacked a 
mechanism for classifying vulnerabilities based on criticality, limiting its 
usefulness for prioritized remediation. In contrast, this paper addresses this 
limitation by integrating the RF algorithm to categorize vulnerabilities by 
severity. This enhancement enables a more strategic and targeted remediation 
approach, leveraging RF's strength in capturing complex patterns associated 
with vulnerability criticality. 

A novel vulnerability detection approach called code gadgets was proposed 
by [41] to reduce the manual effort required by human experts in feature 
engineering and to minimize false negatives in existing vulnerability detection 
systems. While their method demonstrated potential for improving detection 
accuracy, its applicability across diverse real-world software environments 
remains limited due to variations in software structures and development 
practices. Like their approach, this study employs advanced techniques to 
automate and enhance the vulnerability detection process. However, this paper 
addresses a broader range of challenges by implementing a multi-layered 
strategy that integrates traditional security practices with cutting-edge ML 
methodologies, enabling more comprehensive detection and mitigation of 
software vulnerabilities.                
  A novel vulnerability detection algorithm named Software Vulnerability 
Classification using Code Gadgets (SVC-CG), which combines CNN and Gated 
Recurrent Unit (GRU) neural networks, was proposed by [42]. Their approach 
aimed to improve classification performance by leveraging the complementary 
strengths of CNNs for feature extraction and GRUs for sequence modeling. The 
SVC-CG algorithm achieved strong results in macro recall, macro accuracy, and 
macro F1-score based on experiments using data from the National 
Vulnerability Database (NVD). While this study shares the objective of 
enhancing classification through hybrid models, its reliance on data from the 
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NVD may limit the model’s applicability to more diverse or real-world datasets. 
In contrast, this paper extends the hybrid model concept by integrating the RF 
algorithm with CNN and incorporating multiple datasets to improve 
generalizability and robustness across varying software environments. 

A comprehensive vulnerability detection algorithm integrating deep 
learning, complex network analysis, and subgraph partitioning was proposed 
by [43]. Their method achieved notable improvements in accuracy and reduced 
false positive rates. However, a key limitation of their approach was the absence 
of explicit analysis on detection sensitivity and false negatives, which are critical 
for assessing real-world applicability. In contrast, this paper not only aims to 
improve overall detection performance but also addresses this gap by 
examining the trade-offs between detection sensitivity and false negatives. This 
approach results in a more balanced and robust detection framework that is 
better suited for practical deployment. 

A hybrid vulnerability detection algorithm was proposed by [44] to address 
complex problems where individual ML approaches may be insufficient. By 
combining advanced methodologies from multiple domains, their hybrid model 
improves overall detection performance and specifically mitigates the 
susceptibility of ML systems to adversarial attacks. This targeted strategy is 
intended to fortify systems against manipulative threats. In a similar manner, 
this paper adopts a multi-layered approach that integrates traditional security 
practices with advanced ML techniques to further strengthen ML based 
vulnerability detection systems against evolving threats. 

Table 1 summarizes key advantages and disadvantages of various 
vulnerability detection algorithms reported in recent literature, highlighting 
their strengths and limitations in practical applications. 
 
Table 1. Advantages and Disadvantages of Vulnerability Detection Algorithms 

Article Advantages  Disadvantages  
[38] 1. Effective detection of 

vulnerable code in security-
critical systems. 
2. Integration of multiple ML 
algorithms (e.g., DT, RF, SVM) to 
assess the efficacy of software 
metrics. 

1. High false positives in non-
critical systems. 
2. Lack of accuracy in 
identifying vulnerabilities. 
3. Insufficient consideration 
of security concerns in non-
critical systems. 
4. No focus on adversarial 
robustness or dynamic 
anomaly detection. 

[39] 1. Improved precision and recall 
for vulnerability detection. 
2. Application of DT algorithm 
for software composition 
analysis. 
3. Focus on relevance prediction 
of data items. 

1. No insights into false 
positives or false negatives. 
2. Lack of emphasis on 
adversarial attacks and 
continuous runtime threat 
monitoring. 
3. Limited attention to 
security concerns and 
resilience of ML systems. 

[40] 1. Effective use of J48 for 1. No consideration of dataset 
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software vulnerability 
detection. 
2. Successful adaptation of ML 
algorithms for vulnerability 
detection. 
3. Application of supervised 
learning with labelled data. 

characteristics. 
2. Lack of vulnerability 
classification based on 
criticality. 
3. Limited prioritization for 
remediation of 
vulnerabilities. 

[41] 1. Automates feature creation 
and reduces false negatives. 
2. Enhanced vulnerability 
detection system. 
3. Helps relieve human experts 
from manual tasks. 

1. Limited applicability to 
real-world software 
vulnerability fixes. 
2. No comprehensive 
approach to address security 
concerns in software code. 
3. Lacks integration of 
traditional security practices. 

[42] 1. Fusion of CNN and GRU neural 
networks for enhanced 
vulnerability classification. 
2. Strong performance metrics: 
high macro recall rate, accuracy 
rate, and F1-score. 
3. Demonstrates improved 
vulnerability classification. 

1. Reliance on NVD data may 
limit adaptability. 
2. Limited flexibility for 
diverse real-world contexts. 
3. No focus on adversarial 
robustness or real-time 
adaptation. 

[43] 1. Integration of deep learning, 
complex network analysis, and 
subgraph partitioning. 
2. Demonstrates improvements 
in accuracy and reduction in 
false positives. 
3. Strong enhancement in 
detection capability. 

1. No explicit consideration of 
detection sensitivity and false 
negatives. 
2. Lacks trade-off analysis 
between sensitivity and 
effectiveness. 
3. Absence of continuous 
threat monitoring or 
adversarial resilience. 

[44] 1. Hybrid approach that 
integrates multiple advanced 
methodologies. 
2. Targets adversarial attacks, 
enhancing ML system resilience. 
3. Improves vulnerability 
detection in complex systems. 

1. Complex and may require 
significant computational 
resources. 
2. May not be suitable for 
smaller, simpler systems. 
3. Limited real-time 
adaptability to unforeseen 
vulnerabilities. 

 
 

Figure 2 below visually represents the comparative performance metrics of the 
various vulnerability detection algorithms discussed above, highlighting key 
differences in accuracy, false positive rates, and computational efficiency. 
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Figure 2. Analysis of the Most Common ML Algorithms Used for Vulnerability 

Detection in Recent Studies 
 

Figure 2 illustrates the frequency of use of various ML algorithms for 
vulnerability detection based on a review of recent studies. The x-axis lists the 
ML algorithms, while the y-axis shows the number of studies that applied each 
algorithm. 
From the data: 
• DT emerges as the most popular algorithm, used in 3 different studies. This 

indicates that DT is favoured for its simplicity, interpretability, and ability to 
handle both classification and regression tasks effectively in vulnerability 
detection scenarios. 

• Several other algorithms each appear in exactly one study, showing diverse 
approaches researchers have taken: 

1. RF: An ensemble method based on DT, which improves accuracy and 
reduces overfitting, reflecting its usefulness in complex vulnerability 
detection tasks. 

2. SVM: Known for strong performance in high-dimensional spaces and 
with limited samples. 

3. CNN: A deep learning approach typically used in image processing but 
increasingly applied in software vulnerability detection for feature 
extraction and classification. 

4. GRU: A type of recurrent neural network useful for sequential data, 
which can model temporal relationships in software data. 

5. DT (General): Refers to other deep learning techniques not 
specifically identified but still employed for vulnerability detection. 

6. Hybrid ML: Combines multiple ML approaches to leverage their 
respective strengths for improved vulnerability identification. 

The distribution of algorithms suggests that while DT is currently dominant, 
the field explores a broad range of ML techniques, from traditional classifiers 
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like SVM to advanced deep learning architectures. This diversity reflects 
ongoing efforts to find optimal models for accurate and efficient vulnerability 
detection. 

 
G.    Open Research Issues 

Despite the advancements in ML-based vulnerability detection, existing methods 
still exhibit limitations in terms of false positives, adaptability to new vulnerabilities, 
and computational efficiency. Many approaches rely on either static or dynamic 
analysis techniques, but not both, leading to suboptimal detection performance. 
Additionally, models such as CNNs struggle with capturing logical dependencies, 
while graph-based approaches demand extensive preprocessing. 

This paper addresses these challenges by integrating RF with CNNs to enhance 
software vulnerability detection. RF is used for feature selection and classification, 
while CNNs capture structural and spatial features in code representations. This 
hybrid model aims to improve detection accuracy, reduce false positives, and ensure 
adaptability across various vulnerability classes. 
 
H. Conclusion and Future Work 

This review paper examined traditional, ML-based, and hybrid approaches to 
software vulnerability detection, highlighting the strengths and limitations of each. 
DT-based methods remain popular for their interpretability, while CNNs and other 
deep learning techniques are gaining traction for their ability to capture structural 
and spatial code patterns. Hybrid approaches, such as combining feature selection 
models with deep learning architectures, show promise in improving detection 
accuracy and reducing false positives. However, persistent challenges remain, 
including limited dataset diversity, insufficient resilience against adversarial 
attacks, lack of real-time adaptability, and minimal integration of traditional 
security practices into ML-based frameworks. 

 Future research should focus on creating more diverse and representative 
datasets to improve model generalizability, developing ML models resilient to 
adversarial attacks, enhancing real-time adaptability of detection systems, and 
integrating traditional security practices with ML-based approaches to build more 
robust frameworks. Additionally, exploring hybrid architectures that combine deep 
learning with interpretable models may further reduce false positives while 
maintaining high detection accuracy.  
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