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to end users by fusing the localized capabilities of fog computing with the

centralized capacity of cloud computing. This makes them especially useful
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Internet of Things. The technological developments, application areas, and
difficulties related to hybrid systems are all examined in this study's
methodical analysis of the body of existing research. With a focus on
utilizing technologies like SDN, NFV, and Al-driven optimization
frameworks, key focus areas include resource management, dynamic job
allocation, privacy-preserving procedures, and scaling tactics. Although
hybrid designs show great promise for increasing system responsiveness
and efficiency, unresolved problems including resource allocation
complexity, privacy concerns, and interoperability underscore the need for
more study. This work offers actionable recommendations to address these
gaps, including standardization of communication protocols, integration of
advanced Al techniques, and the development of energy-efficient designs.
The findings lay a strong foundation for advancing hybrid cloud-fog systems
and ensuring their broader adoption across diverse industries.
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A. Introduction

Hybrid cloud-fog architectures have emerged as a transformative approach
to addressing the critical challenges of latency, scalability, and resource efficiency
in distributed computing systems. By combining the centralized power of cloud
computing with the localized capabilities of fog computing, these architectures
enable real-time data processing closer to the source, making them particularly
well-suited for Internet of Things (IoT) applications and latency-sensitive
environments. Recent research highlights the potential of hybrid systems to
improve task allocation, energy efficiency, and system scalability while supporting
a wide range of applications, including healthcare, smart cities, and industrial
automation[1][2]. However, despite their advantages, these systems face
significant  challenges, including resource management complexities,
interoperability issues, and data privacy concerns, which require innovative
solutions [3][4].

The rapid growth of 10T ecosystems has further emphasized the need for
hybrid cloud-fog systems that can handle the massive influx of data generated by
distributed devices[5][6]. Studies have shown that traditional cloud architectures
struggle with the bandwidth and latency requirements of modern applications,
particularly in critical sectors such as healthcare and autonomous systems|[7][8].
While hybrid architectures address these issues by distributing computational
tasks across cloud and fog layers, existing research reveals significant gaps[9]. Key
challenges persist in designing standardized communication protocols, achieving
seamless integration between cloud and fog layers, and developing energy-
efficient resource allocation methods. Furthermore, the lack of robust privacy-
preserving techniques in data-sensitive environments, such as healthcare,
underscores the need for enhanced security mechanisms [10][11].

This study aims to address these gaps by examining the current state of
hybrid cloud-fog architectures, identifying existing limitations, and proposing
actionable recommendations to enhance their performance.

To guide this systematic review, the study is structured around the following
key research questions: What are the major scalability and efficiency challenges in
hybrid cloud-fog architectures? How do existing resource management and task
offloading techniques impact system performance? What are the potential
advancements needed to improve interoperability, scalability, and security in
hybrid cloud-fog systems?

The objective of this study is to systematically analyze these aspects and
provide strategic recommendations to enhance the efficiency and scalability of
hybrid cloud-fog systems.
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Figure 1: Hybrid Cloud-Fog-Edge Architecture for [oT, illustrating the distribution
of data processing across the cloud, fog, and edge layers to enhance real-time
performance and reduce latency.

B. Background Theory

The hybrid cloud-fog computing model builds upon the essential principles of
cloud computing and fog computing, serving as complementary frameworks in
distributed systems. Cloud computing offers centralized processing capabilities,
storage, and scalability, which are perfect for managing substantial datasets and
demanding computational tasks. However, its dependence on remote data centers
can introduce latency and bandwidth issues, especially for real-time applications
[71[2]. Fog computing overcomes these drawbacks by bringing computing power
closer to the network edge, facilitating localized processing that reduces latency
and improves real-time decision-making [1][4].

The integration of cloud and fog layers into hybrid systems leverages the
strengths of both paradigms. Hybrid architectures use fog nodes to handle time-
sensitive computations while delegating data-intensive and long-term storage
tasks to the cloud. This layered approach allows for efficient resource utilization
and dynamic task migration based on workload demands [3][10]. Middleware
frameworks, such those put out by [11][12], are essential for enabling smooth
resource management and communication between the cloud and fog levels.

Al-driven optimization methods, Network Functions Virtualization (NFV),
and Software-Defined Networking (SDN) are important technologies supporting
hybrid systems. By separating network operations from physical infrastructure,
SDN and NFV improve scalability and flexibility while facilitating dynamic resource
allocation and traffic management [4][13].
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Additionally, the incorporation of artificial intelligence and machine learning
models allows hybrid systems to predict workload patterns, optimize resource
scheduling, and enhance energy efficiency [14][9]. These advancements
demonstrate the growing sophistication and applicability of hybrid cloud-fog
architectures in addressing modern computational demands.

C. Literature Review

Hybrid cloud-fog architectures address critical challenges in distributed
computing, including latency, scalability, and energy efficiency. This section
reviews several significant contributions, highlighting advancements in hybrid
frameworks, efficiency strategies, and resource management.

[15]Explore fog computing’s hierarchical architecture and its integration
with cloud systems to address latency challenges in real-time applications like
disaster management and healthcare. The study highlights fog’s ability to process
data closer to end-users, reducing bandwidth and response times. It also identifies
challenges such as resource scheduling and interoperability, emphasizing the need
for hybrid solutions. [16] provide an in-depth review of fog computing’s role in
latency-sensitive [oT applications. They analyze task allocation strategies and
architectural designs that optimize hybrid systems. Their work emphasizes
scalability challenges, energy efficiency, and the need for seamless task migration
across fog and cloud layers. Similarly, [17] present a taxonomy of fog computing,
focusing on its integration with cloud platforms for hybrid deployments. They
highlight how fog computing enhances efficiency by processing data locally,
reducing latency and energy costs. Future directions include standardizing
communication protocols and developing dynamic resource allocation methods for
hybrid systems[18].

[12] propose SmartCityWare middleware to facilitate cloud-fog integration in
smart cities. The middleware standardizes service interactions and enables
modular scalability for diverse applications. Their study highlights challenges in
ensuring seamless data exchange and optimizing computational workflows in
distributed architectures. [18] analyze fog computing as a bridge between IoT
devices and cloud platforms, offering localized processing to reduce latency and
energy usage. They propose a taxonomy of solutions for task offloading and
resource allocation, emphasizing fog computing’s potential to handle dynamic
workloads efficiently in hybrid systems. Furthermore, [19] examine Cloud-Fog-
Edge architectures, emphasizing their scalability and real-time processing
capabilities for IoT applications. They explore integrating Software-Defined
Networking (SDN) and Network Functions Virtualization (NFV) to enhance
resource management and secure data transmission across layers.

[20] review the synergies between edge and cloud computing in [oT systems,
focusing on privacy-preserving methods like localized processing and encryption.
They argue that hybrid architectures balance low latency and scalability, making
them suitable for privacy-sensitive environments such as healthcare and
finance.[21] propose a task offloading framework for fog computing, which
dynamically distributes computational tasks between cloud and fog layers. Their
approach optimizes resource utilization, reduces energy consumption, and
improves real-time responsiveness in hybrid architectures. Similarly, [22] explore

https://doi.org/10.33022/ijcs.v14i1.4661 944


https://doi.org/10.33022/ijcs.v14i1.4661

The Indonesian Journal of Computer Science

federated learning and encryption technologies for hybrid systems, focusing on
maintaining data privacy and optimizing computation. Their work is particularly
relevant to sectors like healthcare, where real-time processing and data security
are critical.

[23] analyze resource scheduling techniques in hybrid environments,
demonstrating how intelligent task offloading improves latency and energy
efficiency. Their findings contribute to the optimization of parallel processing in
multi-layered cloud-fog systems. [11] emphasize middleware frameworks for
integrating cloud and fog systems, addressing interoperability and
standardization. Their study provides insights into deploying scalable hybrid
architectures for smart city applications, with a focus on adaptive resource
management. Additionally, [24] highlight resource allocation strategies for
scalability in fog systems, particularly in smart manufacturing and logistics. They
discuss load balancing techniques that ensure efficiency across multi-layered
hybrid architectures.

[25] analyze the benefits of hybrid architectures that merge cloud and fog
systems, such as reduced latency and improved resource utilization. They propose
strategies to overcome interoperability challenges, including standardized
communication protocols and modular designs. [26] investigate task offloading in
mobile edge computing (MEC) environments, introducing algorithms for
distributed learning tasks. Their approach minimizes resource costs and ensures
system efficiency for dynamic user environments, enabling cell-less designs for
mobile users. [27] explores Al-driven predictive maintenance systems utilizing
cloud-native frameworks. The research combines IoT sensor data, machine
learning, and 5G technology to enhance system dependability and real-time
decision-making capabilities. It emphasizes the scalability of hybrid systems in
handling critical infrastructure.

[28] reviews advancements in cloud computing, including hybrid and multi-
cloud models. The article explores deployment strategies, security mechanisms,
and the role of cloud services in enabling digital transformation. It provides a
comprehensive view of how businesses leverage hybrid architectures for
scalability and flexibility. Similarly, [29] propose ReinFog, a DRL-based framework
for managing resources across edge-fog-cloud environments. The system reduces
response time, energy consumption, and operational costs while maintaining
scalability. It also introduces a novel placement algorithm to optimize resource
allocation. [29] introduce a hybrid quantum-classical neural network for resource
allocation in 5G MEC systems. Their model enhances throughput, reduces latency,
and improves energy efficiency, making it highly effective for dynamic user
environments in hybrid architectures. Finally, [30] present a fundamental
examination of cloud computing, covering hybrid and multi-cloud models. The
study underscores the benefits of hybrid systems in scalability, cost effectiveness,
and flexible deployment, offering perspectives on their utilization in contemporary
IT landscapes. The literature review underscores the essential function of hybrid
cloud-fog architectures in overcoming obstacles such as latency, scalability, and
energy conservation. These studies reveal the transformative impact of hybrid
systems, stressing the necessity for ongoing advancements in resource
management, interoperability, and security.
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D. Discussion and Compression

In this section, a comparative analysis of key studies on hybrid cloud-fog
architectures is presented, focusing on their contributions, employed technologies,
application domains, demonstrated benefits, and identified challenges. This
comparison aims to synthesize the diverse approaches explored in the literature,
highlighting advancements and gaps to provide a structured understanding of the
field and guide future research directions in distributed computing.

Table 1. Hybrid Cloud-Fog Architectures in Distributed Computing

Paper Focus Area Technolog- | Applications | Benefits Challenges
ies Used
[1] Fog Fog, IoT Disaster Reduces latency| Resource
architecture for management, improves scheduling,
latency healthcare bandwidth interoperability
reduction efficiency
[16] Scalability and | Cloud, fog, | Real-time IoT | Efficient task | Complex
energy task systems migration, scalability, task
efficiency allocation energy savings | distribution
[17] Fog-cloud Fog, cloud General IoT Reduced Need for
taxonomy energy standardized
consumption, protocols
latency
[12] Middleware Cloud, fog Smart cities Seamless Data exchange
integration for integration, optimization
smart cities modular
scalability
[5] Resource and | Fog, loT Dynamic IoT | Energy- Handling
task allocation systems efficient  task | dynamic
offloading workloads
[19] Real-time data | Cloud, fog, | IoT systems Scalability, Protocol and
processing edge, SDN, secure security
NFV communication | standardization
[20] Privacy- Edge, cloud, | Healthcare, Low latency, | Trade-offs
preserving encryption finance privacy between
hybrid protection privacy and
architectures efficiency
[13] Task offloading | Fog, cloud IoT Optimized Energy
framework applications resource consumption
utilization, real- | during task
time migration
responsiveness
[22] Federated Cloud, edge, | Healthcare, Maintains data | Balancing
learning  and | federated finance privacy, computational
data privacy learning improves cost and
efficiency privacy
[23] Resource Cloud, fog IoT Intelligent Complexity of
scheduling and applications offloading, scheduling
latency latency algorithms
reduction reduction
[11] Middleware Cloud, fog Smart cities Enhanced Interoperability
and scalability, across diverse
interoperability adaptive systems
resource
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management
[24] Scalability  in | Fog, multi- | Manufacturing, | Improved Real-time load
fog systems layered logistics resource balancing
architecture allocation, load
balancing
[25] Interoperability | Cloud, fog IoT Reduced Lack of
in hybrid applications latency, communication
architectures enhanced standards
resource
utilization
[26] Task offloading | MEC, Mobile Minimizes High resource
in MEC | distributed applications resource cost, | cost of
environments learning dynamic user | replication
support
[27] Predictive IoT, cloud- | Critical Scalability, Integrating Al
maintenance native infrastructure | real-time with [oT and
systems architectures decision- cloud efficiently
making
[28] Cloud Hybrid and | Enterprise IT | Scalability, Deployment
computing multi-cloud systems flexibility, cost | complexities
advancements models efficiency
[29] DRL for | Edge, fog, | IoT Reduced Deployment of
resource cloud, DRL applications response time, | DRL across
management energy large systems
consumption,
operational
cost
[29] Resource MEC, hybrid | 5G networks Enhanced Adapting
allocation in | quantum- throughput, quantum-
MEC systems classical NN low latency, | classical
energy methods to
efficiency dynamic
networks
[30] Cloud Hybrid and | IT ecosystems | Cost efficiency, | Scalability with
computing multi-cloud universal growing
fundamentals models accessibility workloads

E. Statistical Extraction

This section provides a synthesized statistical analysis based on the

comparative review of selected studies on hybrid cloud-fog architectures. The

extracted statistics highlight critical

focus areas,

dominant technologies,

application domains, observed benefits, and persistent challenges. Resource
management and task offloading emerge as the most explored topics, with 53% of
studies emphasizing these aspects. Technologies such as cloud-fog integration
(100%) and edge computing (42%) dominate the technological landscape,
reflecting the central role of hybrid systems in addressing distributed computing

needs.
[oT systems constitute the primary application domain, appearing in 74% of

the studies, while specific sectors like healthcare (26%) and smart cities (21%)
also receive considerable attention. Key benefits such as latency reduction (58%)
and energy efficiency (47%) are commonly discussed, underscoring the efficiency
gains of hybrid architectures. However, challenges like resource allocation
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complexity (42%) and interoperability issues (32%) remain significant barriers,
necessitating further research and innovation.

This statistical analysis offers a structured understanding of trends and gaps
within the field, laying the groundwork for actionable recommendations and
future directions in hybrid cloud-fog system development.

Focus Areas Technologies Used

® Resource management

and task offloading ® Cloud-Fog

integration

= Scalability and latency
reduction = Edge computing

" Privacy and security

= Machine learning
Middleware (ML) and Al
integration and

interoperability
= Predictive maintenance

Software-Defined
Networking (SDN)
and NFV
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Figure 2: Overview of Technology Deployment: Benefits, Challenges, and
Applications in Various Sectors

F. Recommendations

The in-depth analysis of the studies selected highlights a number of critical
recommendations for tackling the challenges and leveraging the opportunities in
hybrid cloud-fog architectures. A primary requirement identified is the creation of
uniform middleware and communication protocols to improve interoperability..
The literature highlights the limitations of existing frameworks in integrating
cloud, fog, and IoT systems seamlessly. Studies, such as those by [12] and [11],
emphasize that robust middleware solutions and standardized communication
frameworks are essential for achieving modular and scalable hybrid architectures.
These advancements would ensure efficient interaction between different layers of
hybrid systems while maintaining adaptability across diverse applications.

Another critical aspect is dynamic resource allocation, which is pivotal for
managing fluctuating workloads effectively in hybrid environments. Research
underscores the potential of advanced optimization methods, including Deep
Reinforcement Learning (DRL) and hybrid algorithms, to improve energy
efficiency and reduce latency. Studies, including those by[21] and [29], suggest that
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these techniques enable more efficient distribution of computational tasks,
particularly for large-scale and latency-sensitive deployments. Similarly, scalability
challenges can be addressed through the integration of technologies such as
Software-Defined Networking (SDN) and Network Functions Virtualization (NFV),
as explored by [30] and [31]. These innovations allow hybrid systems to
dynamically manage traffic and adapt to evolving workload demands, ensuring
robust performance across varying conditions.

The use of artificial intelligence and machine learning is increasingly influential
in hybrid cloud-fog systems. Research by [32] and [33] illustrates the effectiveness
of Al-powered frameworks in predictive maintenance, facilitating real-time
processing of IoT data for fault identification and optimization. Extending these
frameworks into various sectors, such as healthcare, manufacturing, and
intelligent urban development, could significantly boost system dependability and
operational efficiency. Nevertheless, as these applications extend into areas
sensitive to privacy, issues concerning data security and privacy grow more
significant. [20] and [22] highlight the importance of sophisticated privacy-
enhancing technologies, such as federated learning and homomorphic encryption,
to tackle these challenges. The balance between computational efficiency and strict
privacy demands continues to be a field ripe for innovation. Energy conservation
remains another crucial focus for hybrid systems. Studies by [34][35], and[36]
support energy-conscious scheduling, localized edge computing, and task
migration techniques to lower energy usage. Employing renewable energy sources
within fog nodes also presents a substantial opportunity to reduce the ecological
impact of hybrid systems while enhancing cost efficiency. Additionally, broadening
the use of hybrid architectures into nascent sectors is vital. [29] and [31] pinpoint
opportunities in sectors like autonomous transport, precision agriculture, and
industrial automation, which demand customized solutions to fully realize the
capabilities of hybrid systems. Finally, enhancing real-time monitoring and
response capabilities is vital for latency-sensitive applications. The ReinFog
framework proposed by [34] demonstrates the potential for distributed learning
and analytics to optimize resource utilization and improve system responsiveness.
Addressing high resource costs associated with task offloading and replication, as
noted by [31] and [37], requires the development of lightweight and efficient
algorithms. Additionally, strengthening security measures remains a priority.
Advanced encryption standards, secure authentication protocols, and
decentralized data management techniques, such as blockchain, are essential for
ensuring robust and secure hybrid architectures. Collectively, these
recommendations lay a strong foundation for advancing hybrid cloud-fog systems,
addressing critical challenges, and enabling broader adoption across diverse
industries.

G. Conclusion

The analysis of hybrid cloud-fog architectures reveals their immense potential
in addressing the growing computational demands of distributed systems. By
combining the centralized scalability of cloud computing with the localized
responsiveness of fog computing, these systems overcome key challenges in
latency, energy efficiency, and resource utilization. The reviewed studies highlight
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the transformative role of hybrid architectures in enabling real-time processing,
particularly for IoT applications, while supporting critical sectors such as
healthcare, smart cities, and industrial automation. Advanced technologies such as
Al-driven optimization, SDN, and NFV further enhance the adaptability and
efficiency of hybrid systems.

Despite these developments, there are still many obstacles to overcome.
Common problems that impede the broad use of hybrid architectures include
resource allocation complexity, data privacy challenges, and interoperability
between cloud and fog layers. This study suggests standardizing communication
protocols, creating reliable middleware, and incorporating privacy-preserving
algorithms as ways to overcome these obstacles. Furthermore, energy efficiency
needs to continue to be a top focus. Strategies like energy-aware scheduling,
localized edge computing, and renewable energy integration offer intriguing
answers..

In order to satisfy the changing requirements of distributed computing, this
study emphasizes the necessity of ongoing innovation in hybrid cloud-fog systems.
Hybrid architectures have the potential to become a key component of next-
generation computing by resolving the issues raised and putting the suggested
suggestions into practice. This will allow for scalable, secure, and effective
solutions for a variety of applications. The results offered here guarantee the
sustained development and prosperity of hybrid cloud-fog systems by offering a
path forward for further study and real-world application.
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