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Keywords Encryption sensitivity is the simple change in the encryption key that

produces a very different encrypted text. This study is concerned with
methods of controlling the sensitivity of the encryption key and its effect
on the strength of encryption of big data. This context is in line with the
nature of cloud data and the focus on the attacks that this data suffers
from, such as brute-force attacks and statistical attacks. The research
discusses the components that make up the encryption key, logistics maps,
and chaos. The results reached by the study proved the merit of the
research in terms of accuracy 1015 and appropriate key sensitivity 2128,
This study discussed future challenges and the possibility of using artificial
intelligence algorithms and adaptive security algorithms and solving
quantum encryption problems.
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A. Introduction

In the era of big data and the expansion of data in terms of volume, speed and
type, challenges have arisen in the security of big data. With the increasing use of
data in all fields of military, health and communications, cyber-attacks pose a
major threat to the confidentiality and availability of data. Hence, encryption is
considered an important and effective defense to prevent unauthorized access or
theft of sensitive data, and plays an important role in protecting big data. Complex
algorithms in encryption are not enough, and the strength of the algorithm is not
limited to its complexity, but the sensitivity of the encryption key plays a
fundamental role in the complexity of encryption. Strong and effective algorithms
are useless if the encryption key is compromised or has little protection [1].

The sensitivity of the encryption key depends on the security of the
encrypted data and its degree of sensitivity determines the degree of complexity of
the encryption process and the integrity and confidentiality of sensitive data
depends on it. In the context of big data, there are several stages that data goes
through, and at each stage the data is threatened and vulnerable to attack, such as
the transmission stage, the distribution stage, the storage stage, the cloud
computing stage, and the real-time processing stage. The sensitivity of the
encryption key is important at all stages of the big data infrastructure. Traditional
technologies may not be scalable at a certain stage or several stages, but they must
be impenetrable, especially in environments such as these because they deal with
bytes of data that are technically and geographically distributed [2].

Due to the development of information and communication technologies,
attackers have become more sophisticated and experienced in exploiting
vulnerabilities in confidential data, so many attacks have become dangerous such
as side-channel attacks, brute force attacks, and key reuse attacks. Hence, the need
to design advanced encryption strategies and enhance the sensitivity of keys to
confront and withstand attacks. This type of development requires advanced
methods for generating keys and distributing them throughout the data flow and
their rotation, with encryption methodologies that adapt to changes in encryption
keys and respond effectively to attacks in real time [3].

In this paper, the role of encryption key sensitivity and its impact on securing
sensitive data in term of big data are explored. It works to improve a new strategy
for controlling the key, and organize encryption in a new and effective way. The
problem statements that this study relies on are the weakness of traditional
encryption techniques and the development of the concept of encryption among
attackers. As well as the development of the infrastructure of big data and its
handling of data acquisition in real time, in addition to the diversity in data
transmission through the stages of big data such as cloud storage, topographic
distribution of data and data collection, all of which called for a major challenge in
designing a highly sensitive key to encrypt data [4]. The inability of some
traditional methods to stand up to attacks launched by intruders has put us in
front of a new kind of challenge with the development of data science. The main
objectives of this study is to develop a method for data encryption that is suitable
for the big data environment, in addition to creating a complex encryption key that
can be controlled by future variables to be more reliable than before, as well as
integrating the encryption method through the evaluation of the results we reach.
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Challenges of Big Data Security

Privacy Risks: Big data provides convenience for people who deal with it, but
in return, there are harassments they face from intruders. Privacy protection is a
requirement that must be provided to users, otherwise the data will be threatened.
The data that is protected is not only private, but also viewing and analyzing it
allows the counterparty to know its future trends and predictions as well. People's
spending methods can be determined and controlled, and certain intellectual
tendencies of people can also be known through their stored historical
information. In this case, the security of big data is a priority in our daily lives [5].

Big Data Privacy Protection: due to the widespread dissemination of data
and its transfer between sites, the lack of technical support, weak supervision and
unauthorized access lead to the weakness of the data and thus its exposure to
catastrophic attacks. Reducing the value of data leads to a negative impact on
individuals and society, which in turn leads to large economic losses.

Data Security Threats: Since the development of big data and the
widespread use of the Internet, mobile data terminals have become threatened,
and mobile and big data have become a concern for people because of the
insecurity of these terminals. Due to the rapid development of smart products, it
has caused a great challenge due to the big data terminals being operated by smart
devices.

Supervision of Social Network Data: The media created in the era of big
data have priority in interpersonal communication. The excessive sharing of data
in social media creates a vulnerability for big data by exploiting unauthorized
access to tamper with data security. In order to reduce this security vulnerability,
we must increase the supervision and management of security data to deprive
criminals of the opportunity and minimize losses. People's technological
awareness plays an important role in self-prevention of potential attacks.

Characteristics of Big Data

Big data is a term that refers to the huge volume of data that comes from
different sources. Traditional techniques fail to manage, analyze and process it.
There are specific characteristics of big data through which it can be managed and
dealt with properly [6]. We can only understand big data by studying these
characteristics and taking them into consideration to be able to deal with it
effectively. These characteristics can be summarized as follows:

Volume

The term big data alone refers to the enormous volume of data that is created
and stored. This volume continues to grow and increase dramatically as a result of
dealing with modern digital devices, Internet of Things devices, and various
applications. The volume of data in organizations today is dealing with petabytes
or Exabyte and sometimes reaches zettabytes of data, all of which requires
distributed databases or cloud storage to store the data. The challenge here is
managing this data in real time because traditional methods cannot handle this
amount of data.

Velocity
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It refers to the speed at which data is generated, processed, and analyzed.
Due to the emergence and development of real-time applications such as social
media and financial markets trading, which care more about time than anything
else, real-time data analysis is required. The challenge is the speed of data
generation, which requires effective frameworks that can accommodate this
amount of data, such as Apache Kafka and Apache Flink, which aim to make
decisions in real time for fraud detection and predictive maintenance.

Variety

[t represents the types and formats of different data that come and are
generated from several sources. Previously, data is mostly structured and can be
formatted and stored in a precise manner in relational databases as rows and
columns. However, for big data, it comes in several forms: unstructured, semi-
structured, or structured.

- Unstructured data is free and distributed in an irregular manner, such as
video, text, audio, and social media data.

- Semi-structured data does not have a fixed and often variable form, such as
records and JSON or XML files.

- Structured data is data that is stored in advance and in a specific order, such
as tables and databases.

In this case, the challenge is to manage these different formats and integrate
them into a unified framework. Therefore, the data must be organized first before
merging it.

Veracity

It refers to the reliability and accuracy of data as well as its quality. Data
diversity results from the large amount of data and is often incomplete or
cluttered. Data that is cluttered or of poor quality leads to making decisions that
may be incorrect. The challenges lie in coordinating data to ensure data quality is a
priority in big data. This process includes advanced practices for data auditing and
maintaining its accuracy.

These characteristics reveal the challenges in big data and provide unique
opportunities for dealing with this type of data. Dealing with it must combine the
special characteristics to develop it and harness all the capabilities to solve the
problems facing big data and benefit from making the right decisions. Figure 1
illustrates the most important characteristics related to big data.

Volume = u:—.:rledty
- Number of entries S SiMctre
7 -Semi-Structured
- Size of the datasets
- Unstructured

Big Data

Velocity Veracity
- Near real time - Trustworthiness
-Streaming -Accuracy
- Batch - Reliability

Figure 1. Characteristics of Big Data

https://doi.org/10.33022 /ijcs.v14i1.4660 72


https://doi.org/10.33022/ijcs.v14i1.4660

The Indonesian Journal of Computer Science

As systems and applications that generate big data continue, information
security has become a priority that we must consider here. The main source of
information security is encryption, and we can consider the sensitivity of the key
to be the heart of the encryption process. Any change, even a small one, leads to a
completely different encryption, and this has the advantage that even 95%
knowledge of the key cannot decrypt it. There are different encryption algorithms
such as AES and RSA, and these algorithms show high sensitivity to encryption,
which is important in preventing attacks [7]. Due to the huge size of data, its
distribution, and the nature of information transmission in it, key sensitivity has
become very important.

Many studies have taken into account data security in big data and have been
summarized by a number of researchers [8,9,10]. Other studies have focused on
data security in general and the encryption methods used in data, whether
traditional or massive. A study showed that traditional encryption keys face
difficulty in expanding with big data, as many keys must be dealt with to keep pace
with the expansion of the data [11]. In the cloud environment, where data is stored
in a logical way more than in a physical way, a study is presented on the
importance of the encryption key in data security and the difficulty of maintaining
it [12]. A study emphasized the importance of the encryption key and its role in
bridging security gaps, especially in the physical layer of communications, and how
to make controls for key sensitivity [13]. A study developed homogeneous
encryption to suit big data and to perform complex mathematical operations
without decryption to ensure the complexity of the encryption key [14]. A study
emphasized the cost of encryption operations that lack a sensitive encryption key
and the extent to which big data affects the workflow in data expansion across the
network [15].A new concept that has proven its worth in big data encryption
operations is quantum computing. The study emphasized quantum-resistant
encryption and its difference from traditional network-based methods and how to
protect data from classical and quantum attacks [16]. In a study, quantum key
distribution (QKD) was considered as an important and future technology in
securing encryption keys and taking advantage of quantum mechanics to detect
breaches in networks [17].A study investigated the difference between data
security in watermarking and stenography as techniques that can be dealt with in
big data but in a different way than with traditional data [18,19]. A study
emphasized the importance of using artificial intelligence and its algorithms in
maintaining data security because the main goal of data security is to predict and
detect attacks and then complicate the encryption solution [20]. Machine learning
has been used to improve encryption algorithms in dynamic environments.
Encryption requires isolation and classification of the most sensitive data, which is
why machine learning has been successful in encryption [21]. Deep learning
algorithms have been used to encrypt data in real time and then adjust the
sensitivity of the encryption key to withstand potential threats [22].

There are many methods that have been suggested in the literature, and
those that are closely related to our study have been presented. In Table 1, we
show the most important methods that had an impact through the results reached
by the known encryption methods.
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Table 1. The Most Important Methods Deal with Big Data and its Applications

Author years

Considerations

Scope

References

2022,2024

combining

cipher-text policy attribute-
based encryption (CP-ABE)
and

advanced encryption standard
(AES)

Big data transition
and manipulation

[23] [24]

2022

AES is that it uses the same
key for both encryption and
decryption

Big data within

clouding

[25]

2020,2024

Hadoop  Distributed File
System (HDFS) storage and
Attribute Based Honey
Encryption (ABHE)

security within
physical layer in big
data

[26][27]

2024

Advance encryption algorithm
without changing key
(implicit) AES-SM2
Hybrid Encryption

Moving data within
network transection

[28]

2024

Achieving both efficiency and
security by Triple Data
Encryption Standard (3DES).

Distributed data in
warehousing, BIG
data and CLOUD
computing

[29]

2023

quantum image encryption
algorithms based on complex
scrambling

Images in big data

[30]

2022

Improve Chaos
(ICE) for
randomness

Encryption
complex

Health medical
image in the
clouding

[31]

B. Research Method
In data security, the main process performed on data is encryption, which

converts plain text into unreadable encrypted text. This method ensures data
confidentiality in the best possible way. The encryption key plays the main role in
this process, which requires confidentiality of changes to the encrypted text. Data
comes from different sources, it is generated from applications, sensors or specific
storage areas and is transmitted through the network to the destination. During
these movements, the data is encrypted. Figure 2 illustrates the structure of data
movement through the concept of big data.
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Figure 1. Structure of Big Data Throw Network

Encryption includes two basic operations: confusion and diffusion. The first

works to change the positions of letters or words, and the second works to
change the value of the bits that make up the letters or words.
First, data samples are taken in equal serial sizes of 28 and stored in a vector.
The second sample is taken and stored in another vector, and so on until we
achieve a 2D matrix. This stage is considered the first, as the even rows are
replaced with the odd rows, starting from top to bottom. When finished, work
begins on replacing the even columns with the odd columns, from right to left.
As illustrated in equation.

Ai,j = Bi,(n—j+1) fOTi =1 n,j =1..m (1)

Where A is resulting matrix from original matrix B, and can show the
process in Figure 3.

Encryption key
?ﬂ T
s
o
| - — H
| 2 S
|| §
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5
o KIEN ° O ' KRG ﬂE 2
g

Figure 2. General Encryption Process

Each cell of the matrix consists of one character, and this character is in
turn converted to the ASCII system, and then converted to the binary system to
be stored in the format 0 and 1 with a size of 28. The bits are also scrambling in
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a way called diffusion. Encryption methods work on the basis of complex
randomness. Randomness is in the form of randomly generated numbers
ranging between 0 and 1. This randomness needs to be improved over previous
studies, which increases the sensitivity of the key, which is the basis of
encryption methods.

The encryption key generates random numbers equal to the number of
numbers to be encrypted. The numbers are stored in vectors in the form of a
matrix identical to the plaintext matrix. These random numbers are combined
with the previously scattered numbers by XOR to generate the plain text.
Figure 4 shows the following process for the scrambling process.

34 0.35
49 123 34 51 0.34 0.123 | 0.54 | 0.18

100 0.91
90 56 88 156 0.90 0.56 0.645 0.35

S0l —___| 0.40

128 83 T TS 0.78 0.64 108

167 | 34 |145 | 28 099 5 145 0145 054

89 67 203 34 0.109 |0.12 064 0.99

Plain text Encryption key

0.10 | 0.71 (/23 0.64 | 0.16

0.38 0.71/] 0.56 (0.643 | 0.22

0.88 0.41 0.89 | 0.99 107

0.77 0.87 |0.981 | 0.111 | 0.12

0.91 0.89 | 0.71 0.78 0.11

Encrypted data

Figure 3. Generated Cipher Data within Encryption

The contribution of this study is in two stages. The first is the scrambling
stage, which works on replacing columns and rows. The replacement is in the
data locations and the bit locations of the information itself. The second stage is
the complexity of the encryption key and increasing its sensitivity by
integrating the Henon mapand the logistic map. The complexity of the work on
the encryption process works to increase the strength of the encryption. Figure
5 illustrate the contribution to increase key sensitivities.

Swap (column |« > s
&row) Random | - 'Hybrld Contribution
A <t P> cipher key
scrambling
A A

> Big Data «

Ciphered

plain Data data

Figure 4. Contribution within Proposed System
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In the following section, the results will be explained in detail along with the
methods that led to these results. Taking into consideration the difference that
the contribution made to this study and its impact on the results.

C. Result and Discussion

Correlation and histogram

In this section, we will list the results and the effect of the proposed method
on the result in data encryption. In the confusion part, the goal is to reduce the
correlation to the minimum possible between the pixels in the image, and breaking
the correlation is done by redistributing the data items and distributing them in
the cipher data in a chaotic way.

One of the most successful methods in attacks is the statistical method, and in
order to resist this attack, the encryption method must be good. To ensure a good
encryption method, the horizontal, vertical, and diagonal data correlation must be
calculated in the plain and encrypted data, and the correlations are calculated
according to the following equations.

_ cov(xy)
Cor = NGRED) (2)
Suchas: D(x) = %Ele(xi — x')? (3)
DY) = ZX.(i —)? (4)
cov(x,y) = 2T, (; — XV (3 — ) (5)

Where (x,y) is the data item in plain matrix position and (x’,y’) is the next
position in cipher matrix. The confusion step reduces the correlation between
adjacent data item in the image as shown in the Table 2 while the entropy will not
be affected due to the change in the location.

Table 2. [llustrate the Correlation of Adjacent Items in Cipher Data

Correlation

Images Type Data Size Horizontal | Vertical | Diagonal
Data 1 Normal text | 17682 Bytes -0.000569 0.00232 0.000910
Data 2 Complex 12683 Bytes 0.001282 0.00182 | 0.003093
Data 3 Normal text | 13768 Bytes 0.003469 0.00344 -0.000533
Data 4 Normal text | 12666 Bytes -0.000971 0.00034 | -0.00584
Data 5 Complex 16322 Bytes -0.000775 -0.00956 | 0.000796
Data 6 Normal text | 15672 Bytes 0.000788 0.00568 0.00374
Data 7 Normal text | 13451 Bytes 0.000982 -0.00457 | 0.00323
Data 8 Complex 17345 Bytes 0.000342 0.000239 | -0.00765
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Data 9

Complex

20762 Bytes

0.00892

0.000233

0.00066

Data 10

Complex

21682 Bytes

-0.00026

-0.00098

-0.00261

In plain text is divided into items, and each item is a word separated from the
other by a space. The size of each text varies according to the matrix divisions that
are determined in advance by the 2N, and the numbers that affect the result as well.
If the number of numbers exceeds 100 bytes, it is called complex.

Chaotic

Chaos is known to be a widespread phenomenon in most nonlinear systems
and is highly sensitive and random in behavior. The logistic map is a quadratic
boundary that has been used in cryptography due to its simple application and
complex result and can be described in the equation.

Xn31 = X (1 —Xp) (6)

Consider r the control parameter such as r € (0,4) and n=1,2,3,.... X1 represent
initial condition (seed value) occur (0< X1 <1). And the chaotic will be in value of
(between 3.5699 and 4) as shown in Fig. 6.
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Figure 6. Logistic Map Behavior

In term of cobweb diagram easy can draw the chaotic logistic map as in Fig. 7.
The behavior in the form is based on the chaos in the encrypted image, which
depends on the method used. The more chaos there is, the more impossible it is to
decrypt without the encryption key. Image encryption is considered complex due
to the limited dimensions of the image to be encrypted and thus the limited data.
But when repeating the training process with many iteration on different data size,
we reach a stage where the chaos is almost impossible in order to transfer the data
to the other party safely.
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Figure 7. Cobweb Behavior of Complex Chaotic

The main goal of this study is to design a high-level encryption system to
ensure the security of data. In order to achieve this goal, the statistical properties
of the data, represented by the correlation, must be eliminated. Since the
encryption goes through iterations during training process, the complexity can be
increased by a good amount without losing the information in the data. Any
process that includes training procedures achieves the highest desired result
because the encryption process that simulates the best of what was entered as the
final resultis at a high level of accuracy, as shown in the Fig. 8.
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Figure 8. Behavior of Chaos in Proposed Method

Entropy

The change from the degree of certainty can be measured by entropy.
Entropy is often defined as the degree of randomness or disorder of the system.
Hence, entropy came as a standard to measure the degree of randomness in the
encrypted data. In the case of the closeness of the items in different size, the
entropy is close or most likely = 8, and even in the case of the big data, when the
data value reach to the maximum, the entropy = 8, so the entropy of the encrypted
data is 8, and this is what the proposed method did, which relied on the number of
training times to get the best result. Entropy can find by this equation:

H(m) = XX P(m;)log, P(}ln ] (7)

Considering M is the total number of items (word), P(m,) is the possibility of
occurrence symbol m; in binary mode. Then the perfect of entropy in data
encryption is 8. In Table 3 shows some encrypted data with their entropy.
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Table 3. Entropy with Different Iterations and
Complex Data

Images Image Size Entropy
Data 1 2512 8
Data 2 2128 8
Data 3 2256 8
Data 4 2128 8
Data 5 2128 8
Data 6 2512 8

From here we know that the encryption system is important in securing
data and also depends on the method used. The data from the dataset is encrypted
and also produces a cipher text and is sent to the other party and at the other party
it starts reversing the encryption method to form and return the original image as

in the Figure 9.

SENDER MEDIA RECEIVER
Encryption > H Decryption
& gl) 5 g[) Original
Plain Cipher
data data cata
Figure 9. Encryption Strategy
Analysis of key space

The ideal use of key generators for encryption requires a large key space to
make attacks impossible, including brute force or exhaustive attacks. A small space
size such as 2128 or less is insecure. In this study, several chaotic maps are used for
the security of the key generator and the precision is equal to (101%). To illustrate
how to calculate the key space, we consider Table 4.

Table 4. Key Space Used in This Study

Chaotic Map Initial Key Space | Key Space in
Values in Decimal Binary
Number

Henon 2 1030 299.6
Amended 2 1030 2936

Beroulli
Tinkerbell 2 1030 2996
Burger 2 1030 2996
Ricker 1 1015 2498

https://doi.org/10.33022/ijcs.v14i1.4660

80


https://doi.org/10.33022/ijcs.v14i1.4660

The Indonesian Journal of Computer Science

Total 9 10135 2448

In this study, the key space length is 2448 which is considered the possible key
set. This value is very large and therefore the proposed method can withstand
brute force attacks and it is impossible to break this encryption method. In the
initial state, Henon map is used as an input to encrypt the method in addition to
other methods and from it the control sets of keys are increased.

One of the signs of a successful encryption method is that the changes in the
initial key are small, reaching one bit to produce the cipher text. In this study, the
key space is a combination of several conditions and its accuracy is equal to 10"15,
To check the sensitivity of the key, we will choose a specific text and a slight
change will be made to each of the initial conditions. After encryption, the change
in the conditions will be measured and this process will be repeated several times
(9) to ensure the sensitivity of the encryption key. After analyzing the text, we will
see the slight change in the sensitivity of the key with each use.

Analysis of sensitivity
To perform key sensitivity analysis, at the beginning choosing of plain text
with size of 143522 Bytes will done, then initiate condition will be as:

Henon with 1st initial condition of = 0.700000000000000

Henon with2nd initial condition of = 0.500000000000000

Tinkerbell 1st initial condition of = 0.100000000000000

Tinkerbell 2nd initial condition of = 0.500000000000000

Amended Bernoulli with 1st initial condition of = 0.950000000000000
Amended Bernoulli with 2nd initial condition of =0.070000000000000
Ricker with initial condition of = 0.100000000000000

Burgers with 1st initial condition of = 0.100000000000000

Burgers with 2nd initial condition of = 0.100000000000000

Through the initial conditions and circumstances, the cipher text is re-
executed using the proposed method with slight differences in the conditions to
evaluate the key sensitivity and also evaluate the correlation coefficient. Fig. 10
represents the plain text and the cipher text with the best possible sensitivity key.

In the era of big data and the expansion of data
in terms of volume, speed and type, challenges
have arisen in the security of big data. With the
increasing use of data in all fields of military,
health and communications, cyber-attacks pose a
major threat to the confidentiality and
availability of data. Hence, encryption is
considered an important and effective defense to
prevent unauthorized access or theft of sensitive
data, and plays an important role in protecting
big data. Complex aleorithms in encrvotion are

BWZ39k8fH7Y8qXqik6pQmUsvujGGQI2WP
ZQilfirMp0TOTUASXBOj4Frd8y Wilyq8QUsJ
fyU/ouH9bOdU8CD3hes0rPZ9253L.XAQwOmr
03SopsI5+zcGRO6ZvOWQ2F 7E WezEnMejTud,
opbdUDWHIfNHGWLYEZZj6SY3Vd+oY44ef
ckfibybvAIXSOv6cUXVIpwE+L wxbEsh/dOW/
g710YsGyWRWY A8nvGezotbILSC3RK3m49q
LMcw36T8VCGApFQYONPYbO6QMellsyTgi
m5 1Q8Fm+3sIHME7MzDwvXmh9WOTjUZLS
WtdFjFjg3rxRAIWTUSSCedx Adw/sQ5iTWAp
aVneH9REs2i1YZoJvv5eKINVIHz40Nb{z7rT

Plain Text

Cipher Text

Figure 10. Encryption Example with Key Sensitivity
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D. Conclusion

Ensuring data security in a big data environment is of paramount importance.
Key sensitivity is a critical issue that has priority in maintaining data security.
Controlling the sensitivity of the encryption key helps to increase the strength of
the encryption. The purpose of increasing the sensitivity of the encryption key is
the basis for resisting brute force attacks and statistical attack threats. Chaos,
randomness and logistic maps provide a mechanism for the strength of the
encryption key.

With the increasing volume and variety of big data, challenges related to
cryptographic key sensitivity have become increasingly important. The big data
cloud environment requires secure key storage and encryption methods to avoid
hacking and unauthorized access. The current study has proven its worth in
encryption strength through evaluations and according to the followed standards,
as it achieved an accuracy of 101> as well as an encryption key sensitivity of 2128,
which is considered a very good result in the context of encryption, especially for
big data.

As big data is rapidly expanding and the work on data processing is increasing,
future research is necessary to develop mechanisms to enhance the sensitivity of
encryption keys to ensure the security of sensitive data. One of the future areas is
quantum-resistant encryption, which is important for quantum computing. Also,
machine learning and deep learning techniques are promising algorithms that can
be used to improve the sensitivity of encryption keys by predicting the best
information to make encryption strong. Addressing future areas related to big data
ensures that the encryption strength remains flexible in the face of threats and
technological advances.
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