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This study explores the adoption of digital banking services in a rural South
African town in the Eastern Cape, emphasizing its contribution to a cashless
society. Employing a quantitative method, it examines digital banking usage,
adoption challenges, and information security awareness. Data were
collected through surveys and analyzed using descriptive statistics. Findings
show that mobile and online banking are widely used for convenience and
accessibility, with most users engaging in money transfers, credit payments,
and online shopping.

However, challenges such as poor digital literacy, infrastructure issues like
internet access, cost of access, and cybersecurity concerns persist. Users face
risks like phishing, hacking, and social engineering, revealing gaps in
security awareness and trust. These issues particularly affect older users
and those with limited technological experience.

While digital banking improves financial inclusion and economic
engagement in rural areas, its full potential is hindered by these barriers.
The study underscores the need for digital literacy programmes,
infrastructure improvements, and robust cybersecurity measures to build
trust and ensure secure adoption. Future research should evaluate
interventions, explore emerging technologies like blockchain and Al, and
compare regional strategies for inclusive digital financial systems.
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A. Introduction

Digital technology has significantly transformed economic and social
structures, shaping modern societal interactions, business models, and economic
policies [1], [2]. This transformation is characterized by enhanced connectivity, the
emergence of new business paradigms, and shifts in governmental strategies aimed
at fostering digital economies [3]. Digital banking refers to the access of banking
services and transactions through internet or mobile networks [4]. It includes
electronic banking and open banking, where banking services are made accessible
through APIs by third-party providers [5]. Researchers often use the terms internet
banking and digital banking interchangeably [6].

Traditional sectors of global and local economies are experiencing
transformative effects resulting from the need to transition to a digital economy.
The integration of technology is not only changing operational processes but also
redefining customer engagement and service delivery. However, achieving the full
potential of these advancements necessitates addressing issues related to the
digital divide, data privacy, and cybersecurity [3].

Global cashless payment volumes are set to increase by over 80% from 2020 to
2025, highlighting the urgency of embracing digital transformation [7]. Africa’s
Digital Transformation Strategy for 2020-2030 emphasizes the creation of an
inclusive digital society [8]. In South Africa, government strategies promote digital
payments as part of broader financial inclusion goals, driving economic activity,
digital trade, and societal opportunities [9], [10]. This shift to a cashless society
emphasizes reducing the need for physical cash and in-bank transactions, placing
digital banking and cybersecurity at the forefront of discussions. Sustainable
Development Goals (SDGs) addressing economic growth and inclusivity have driven
investments in financial inclusion projects [11]. South Africa’s achievement of
widespread ICT access has facilitated digital banking adoption [12]. Achieving SDGs
has realized the broader digital banking adoption phenomenon [7], [13]. Digital
banking offers numerous advantages, including reduced operational costs for banks
and improved accessibility for consumers. Banks have transitioned from physical
branches to technology-enabled, branchless services, offering features such as
electronic fund transfers, credit payments, and account management [14], [15].
However, significant disparities remain between developed and developing
economies regarding internet penetration, digital finance technology, and
innovation levels [13], [14], [16].

While developed countries have broadly adopted digital banking, developing
nations face gradual adoption rates [17]. Moreover, billions of annual online
financial transactions are vulnerable to cybercrime [18]. Threat actors, including
state-sponsored groups, cybercriminals, and hacktivists, exploit vulnerabilities,
leaving customers particularly those lacking cybersecurity knowledge exposed [19],
[20]. This adversely affects many customers, most especially those who are not
knowledgeable nor have the requisite skills to practice cybersecurity when making
decisions on how and whether to do banking transactions on-line. Designing user-
friendly, practical, and dependable solutions is important if digital banking is to be
adopted and used as intended [20], [21]. Therefore, the regulators of electronic
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banking must influence consumer perceptions of the benefits, simplicity, and
security of electronic banking [20], [21].

Strengthening technological safeguards, raising user awareness, and ensuring
institutional vigilance are critical to mitigating these risks [22]. Cybersecurity risks
in online banking are advancing, as perpetrators employ advanced strategies like
phishing, social engineering, and malware assaults to take advantage of system
weaknesses and ill-informed users [23]. Whenever an individual navigates the web,
their device is exposed to risks targeting the theft of personal data or obtaining
unauthorized entry to financial accounts [24]. Advanced strategies such as phishing,
social engineering, and malware assaults require financial organizations to
implement multi-layered security measures and customer education initiatives
[25], [26]. Although banks take steps to protect customer transactions and personal
information behind the scenes, the customer can also have a significant impact on
how safe or unsafe their banking and personal information is [27], [28].

The aim of this study is to investigate the adoption of digital banking services in
a South African rural community of the Eastern Cape, specifically in relation to
achieving a cashless society. The study also determines how rural communities
have adopted the use of digital banking services, how these banking consumers use
these digital financial services, and what factors are preventing them from doing so.
Hence, seeking to ascertain how customers use of digital banking services and how
it can jeopardize their banking information.

B. Review of Literature

The digital banking industry has expanded rapidly in recent years and is
expected to expand further as financial institutions encourage customers to access
their banking and financial services on-line [29]. In 2017, it was predicted that
Internet banking would have 2 billion global users by 2020 [30]. This
transformation is driven by technological advancements, evolving consumer
demands, and a dynamic regulatory environment. According to [31], banking has
experienced a rapid metamorphosis which is being driven by technological
advancements, changing consumer demands, and a dynamic regulatory
environment. The COVID-19 pandemic further accelerated shifts in consumer
behavior [32].

Digital banking services have revolutionized the financial sector by providing
convenience and accessibility, especially in underserved rural areas. However,
factors influencing customer decisions to adopt digital banking, particularly in
Africa, require further exploration [17]. Concerns over data security and trust
remain significant barriers to adoption [33], [34]. According to [35], concerns
include the perceived risks of loss, uncertainty about data usage, lack of control
over personal information, and inadequate disclosures in privacy policies, which
can diminish trust in these services. It is critical to understand how users feel about
utilizing technology to access banking services and how they perceive the issues of
security when using digital banking services.
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Adoption and Benefits of Digital Banking Services

The widespread acceptance of digital banking stems from its convenience, on-
demand availability, and cost-effectiveness [36]. Internet banking has reduced
customer costs and increased operational efficiency for banks [33]. As a result, to
remain viable, banks must incorporate digital banking into their service offerings
[37]. Although most transactions are traditionally conducted at branch counters,
new technologies have reduced customer costs [38].

In rural areas, the proliferation of mobile phones, increased internet penetration,
and government initiatives have driven adoption [39], [40]. Collaborations between
banks and telecom firms have created innovative solutions, such as mobile money,
to enhance financial inclusion [41]. The benefits of digital banking services in rural
regions are numerous, including economic empowerment [42], improved financial
inclusion [43], and greater efficiency in financial transactions[44],[45].

Challenges to Digital Banking Adoption

Despite its benefits, digital banking adoption faces hurdles such as limited digital
literacy, distrust in technology, and inadequate infrastructure [46], [47]. Many
users are hesitant due to concerns about ease of use, required skills, and security
[48], [49]. The Technology Acceptance Model (TAM) highlights perceived
usefulness and ease of use as significant factors influencing adoption [50]. Studies
emphasize the importance of trust, perceived value, and financial literacy in
shaping attitudes toward digital banking [51]. Concerns over cybersecurity, such as
identity theft, phishing scams, and fraud, further hinder adoption. These fears are
exacerbated in developing regions with weak cybersecurity infrastructure [52],
[53]. Addressing these issues requires robust security protocols, regulatory
frameworks, and consumer education initiatives.

Cybersecurity Threats in Digital Banking

Cyberattacks pose significant risks to digital banking, including phishing, social
engineering, malware, and data breaches [55], [56]. Threats include: 1) Software
Supply Chain Attacks - Exploiting vulnerabilities in third-party systems damages
reputations and compromises security [57], [58]; 2) Phishing - Deceptive tactics to
extract sensitive information [59], [60]; 3) Social Engineering - Psychological
manipulation to exploit individuals [61]; 4) Malware and Ransomware - Infiltrating
systems to steal data [57]; 5) Cloud-Based Threats - Exploiting API vulnerabilities
and conducting DDoS attacks [62]; 6) Customer Behavior - Poor cybersecurity
practices increase vulnerabilities [63], [64]; 7) Spoofing - Impersonating trusted
entities to extort information [65]; 8) Unencrypted Data - Exposing sensitive
information [66], [67]; 9) Fraud and Identity Theft - Misusing personal data for
unauthorized transactions [68], [69]; 10) Manipulated Data - Altering data to
compromise systems [58].

Strategies to Enhance Digital Banking Adoption

Banks must understand consumer needs and address barriers to adoption through
tailored strategies. Periodic surveys can help identify factors influencing user
acceptance [37] such as 1) Education and Awareness - Providing web preparation
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tutorials for users with low digital literacy can improve trust and security [46].
Consumer awareness initiatives should address cybersecurity risks and promote
safe online behaviors; 2) Security Enhancements Technological solutions such as
multi-factor authentication, encryption, and real-time fraud detection can mitigate
risks [70], [71]. Social engineering attacks require combined technology and policy
strategies, including spam filtering, Al-based traffic monitoring, and disaster
recovery plans [72]; 3) Mitigating Cyberthreats such as employing cryptanalysis,
cyber deception technologies, and access controls [72], securing data at rest, in use,
and in transit with encryption and authentication measures [73], human protection
strategies that include password security and phishing awareness training [74], the
use of Artificial Intelligence such as deep learning-based Deep Neural Network and
conducting device profiling can also lead to the detection of spoofing attacks [75],
and collaboration among stakeholders to implement biometric applications, digital
signatures, and Al solutions [76], [77] can address fraud and identity Theft.

C. Research Method

This section gives an outline of the research method followed in this study. A
quantitative approach was chosen for this study with a questionnaire survey for
data collection and descriptive statistics for data analysis. The objective of this
study was to determine the rate of adoption of digital banking services, identify the
obstacles that prevent the use of digital banking services and, determine the
information security practice whilst using digital banking services. These objectives
informed the elements covered in the survey which included respondents’ personal
information, including age group, gender, residence status in the rural community,
employment status, and income sources. Subsequent questions elucidated
respondents’ opinions on preference in banking channels, device of most
convenience to access banking services, information security and cybersecurity
hygiene practices and qualities valued in digital banking services. This resulted in a
survey that was divided into the sections: demographic factors; rate of adoption of
digital banking services; preventive factors to the use of digital banking services
and; how banking services are used.

After constructing the questionnaire, a pilot test was conducted to check clarity,
reliability, and relevance. The pre-test assessed how the questions would be
perceived by respondents to help identify any issues with question ambiguity,
structure, and flow, ensuring the instrument aligns closely with the purpose of
achieving stated objectives. It also evaluated the potential for response fatigue as
well as adequacy of instructions and the availability of response options. The pre-
test involved three peer participants and aimed to obtain constructive feedback on
language, time allocation, and familiarity with the terms used. Based on the pre-test
findings, some amendments were made to the original instrument, including adding
a glossary of technical terms for certain questions so that respondents would not
skip technical-related questions.

Whilst the population for this study refers to the community residing within
rural Eastern Cape, the sample used in this study represented a selected group of
individuals from the population for the purpose of gathering information about the
phenomenon. Due to constraints in time, resources, and access, it is impractical to
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collect and analyse data from the entire population. Therefore, a non-probabilistic
sampling method was employed, as it is not possible to determine the probability of
an individual belonging to the population. A simple random sampling technique
was used to select respondents based on easy accessibility even though this
technique may not yield all groups resident in the rural community. It therefore
should be taken into account that the data obtained from this sample cannot be
generalized to the entire population.

D. Results

This section presents the results which were obtained using the data collecting
tool discussed in the preceding section. The survey was sent out to 100 respondents
via emails and social media sites like WhatsApp using Google Forms. There were 17
separate sets of questions on the survey. Only respondents who resided in the rural
based town under investigation were considered in this survey. The demographic
characteristics of the study's respondents are shown in Table 1 and discussed in the
subsections that follow. Data about the participant's gender, age, place of residence,
and job status are also included. The purpose of this is to have a better
understanding of the types of respondents in the study.

The rate at which residents use digital banking services is presented.
Information about the respondents' preferences for these on-line services, the
actions taken when using them (for respondents who use digital banking services),
and the methods used by respondents to access and use on-line and internet
banking services is also discussed. The use of financial services by respondents in a
safe and secure manner is also discussed. These inquiries were made to learn how
consumers protect their data from potential threats to their finances and private
information.

Finally, the study explored the obstacles that some locals face while trying to
use internet financial services. The questions in this section were created to help
readers better comprehend how users interact with digital banking services and
how they first learned about it.

Demographic Factors

In this study, the initial total number of respondents was 100. However,
inconsistencies were identified in the demographic breakdown presented in Table
1. Specifically: 1) Gender and Age - Both categories reflect data from 93
respondents, leaving 7 responses missing to align with the total respondent count
of 100; 2) Employment Status -This category also reflects data from 93 respondents,
consistent with Gender and Age; 3) Residence Status - This category includes data
from 100 respondents, suggesting that all participants provided responses for this
question.

Furthermore, in Section B.1, 3 respondents were excluded from analysis due to
being unbanked. This exclusion reduces the effective sample size to 97 respondents,
which impacts the percentages reported for subsequent analyses. Missing data
entries for Gender and Age categories are treated as non-responses, and
percentages were calculated based on the effective sample size of 97 respondents.
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The 100 responses reported in Residence Status were verified to include all
respondents, including the 3 unbanked individuals excluded from further analysis.
Adjustments to percentages reflect the effective sample size of 97.

Table 1. Demographic Factors

Item Category Frequency Percentage

Gender Female 63 65%
Male 30 31%
Missing 7 7%
Total 97 100%

Age 18-21 7 7%
22-45 77 79%
46-59 6 6%
260 3 3%
Missing 4 4%
Total 97 100%

Employment Status Student 28 29%
Employed 41 42%
Self-employed 8 8%
Unemployed 14 14%
Senior Citizen 2 2%
Total 97 100%

Residence Status Resident 96 99%
Non-Resident 1 1%
Total 97 100%

Gender

As indicated in Table 1, 65% of the respondents were females and 31% were males.
An additional 7% of responses were considered missing from the respondents.
However, these findings carry a potential risk due to the uneven representation of
genders, which may have an impact on the data collection objectives and the overall
adoption of these banking services in this specific rural town.

Age

Table 1 indicates that 79% of respondents in this study tended to be young adults
and middle-aged individuals (between the ages of 22 and 45). This observation
alone sheds light on the adoption of on-line/internet banking because the survey
was conducted using a web-based processor, and respondents in other studies that
examined whether factors such as gender, education level, and age affect the uptake
of internet banking, found that young adults are the majority of Internet users and
are highly attracted to using cutting-edge technology.

Employment Status

Table 1 shows that 41% of the respondents indicated that they were employed
while 28% of the respondents said that they are students, 14% were unemployed,
8% self- employed and 2% were senior citizens.
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Residence Status

Table 1 also summarizes the residence status of the respondents. Out of the 97 valid
respondents, the large majority (96 respondents, 99%) considered themselves as
residents of the rural town, whereas just 1 respondent (1%) was classified as a non-
resident. This significant representation of residents illustrates the localized focus
of the research and offers a solid foundation for examining the adoption of digital
banking services in this particular rural community.

Rate of adoption of digital banking services

The key objective of this sub-question is to determine how many residents utilize
digital banking services and some of the reasons for doing so. By doing so, it will be
possible to determine which benefits have persuaded certain customers to use
these services. These questions also shed light on the numerous channels’
consumers use to contact their banks. These questions also provide a window into
the reasons why certain customers do not wish to adopt on-line services for those
users who do not utilize digital banking services.

Bank Accounts.

As seen in Fig. 1, the respondents were asked about whether they had bank
accounts. 3% of the respondents said they did not own bank accounts, compared to
97% of respondents who said they did. The three respondents who gave a negative
response to this question were not permitted to complete the survey since it is
possible that they do not engage with banks in general or utilize internet banking if
they do not have bank accounts.

m Yes

Figure 1. Respondents with Bank Accounts

Forms of Income.

When asked about their sources of income, respondents provided the answers
depicted in Fig. 2. 52% of respondents said they had a regular source of income
(salary, wage, etc.), 25% said they had allowance (from family members, spouses,
etc.), 17% said they had no regular source of income, and 6% said their income
came from social grants from the government.

The purpose of this question was to determine whether a reliable source of income
would be one of the variables influencing the rate of adoption of on-line/internet
banking.
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= Allowance (Family
members, spouse)
6%‘ Social Grants (SASSA, SRD
grants)
Income (Salary, wage)

52%  17%

No consistent income

Figure 2. Respondents Forms of Income

Preferred form of Banking.

The researcher asked the respondents, and their responses are presented in Figure.
3, whether they preferred internet banking or physical banking. Among the
respondents, 42% stated they liked using internet banking, 21% said they
preferred using physical banking, and 37% said they preferred using both types of
banking. This results show a total of 79% of the respondents being confident using
on-line/internet banking.

= Online banking
37% Physical branch banking

Both of the above

21%

Figure 3. Preferred form of Banking

Views on different forms of Banking.

The respondents' opinions on various banking types are shown in Fig. 4. Among the
respondents, 66% stated that they believe digital banking is quick and secure, 20%
that they believe it is quick but unsafe, and 8% that they believe physical banking is
quick but unsafe. 6% of respondents indicated that they thought traditional branch
banking was a quick and secure choice.

o 6% = Online banking is quick
8% and safe way of banking
Branch visit is quick and
safe way of banking

Online banking is quick
but not safe

Branch visit is safe but
not quick

Figure 4. Respondents’ views on different forms of banking

Devices used for digital banking.

When the researcher asked the respondents about the different devices they use for
on-line/internet banking, their responses are shown in Fig. 5. Respondents were
given the chance to choose from a variety of answers for this research question,
indicating their preferred methods of carrying out banking tasks.
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Ninety percent (90%) of respondents said they use smartphones for digital
banking, compared to 24% who said they use ATMs, which are typically found in
bank branches and other designated locations. Twenty percent (20%) said they use
laptops, and 3% said they use desktops. Smartphones appeared to be the most
popular device for digital banking, with a total of 90% of respondents choosing this
option.

ATM 24%
Desktop 3%
Laptop 20%
Smartphone 90%

Figure 5. Devices used for digital banking

Activities users perform using digital banking services.

Figure. 6 illustrates the respondents’ replies to a question about the various digital
banking activities they frequently engage in. For this query, respondents were
allowed to choose from a variety of possibilities.

Sixty-four percent 64% of respondents indicated that they use digital banking
services to transfer money between bank accounts while 58% that they use these
services to make purchases on-line (also known as on-line shopping), 48% said that
they use these services to check their account balances, 44% said that they use
them to pay their bills, and 12% said that they use them for other tasks that they
must perform.

Others s 12%

Paying bills online 44%
Transfers between accounts 64%
Online balance checks 48%
Buying online 58%

0% 20% 40% 60% 80%

Figure 6. Activities users perform using digital banking services

Concerns with using on-line/internet Banking services.

The researcher was interested in hearing the respondents' reservations about using
digital banking services from their perspective. The respondents' responses are
shown on Fig. 7. Thirty-eight percent (38%) of respondents said they were
concerned about someone having access to their devices and misusing funds and
banking information while 36% were worried about someone getting access to
their devices remotely and misusing funds and banking information. Nineteen
percent (19%) were concerned with a possibility of banking staff accessing their
banking details and using it fraudulently while 12% were concerned about other
factors not included on the options.

https://doi.org/10.33022/ijcs.v14i2.4612 2087


https://doi.org/10.33022/ijcs.v14i2.4612

The Indonesian Journal of Computer Science

Others 12%

A bank consultant/employee having access to banking o

details and using it fraudulently 19%

Someone accessing my devices remotely (hacking) o

and misusing my funds 36%

Someone having access to my devices and misusing
my funds and banking information

38%

Figure 7. Respondents concerns with using on-line/internet banking services

Preventive factors to the use of digital banking services

One of the objectives of this study was to understand respondents' perspectives
about some of the challenges they run into when using on-line/internet banking
services, which could occasionally cause them to become wholly hesitant to use
them or occasionally cause some users to stop utilizing the services. This offers an
insight into how widely these financial services are used by residents and what, if
anything, banks might modify to improve the user experience for users in the rural
town under investigation and, potentially, all users in the Eastern Cape province
and, eventually, the entire country.

Introduction to use of on-line/internet Banking services.

When asked if bank consultants had given them the concept of on-line/internet
banking, the respondents' responses are shown in Fig. 7, fifty-one percent (51%) of
the respondents said bank consultants introduced them to utilizing these services
while 49% said they were self-taught and learned about these services on their
OWn.

« Yes; the bank consultant assisted in
knowing how to use internet banking
safely

49%
No; Self-taught, the bank did not introduce
me to these services

Figure. 8. Respondents’ introduction to use of on-line/internet banking services

Experience with using on-line/ internet Banking services.

Referring to Fig. 8, when asked about their experience using on-line/internet
banking services, 74% of the respondents said they had a positive experience and
found the platforms to be user-friendly, while 16% said they only understood the
basics of the transactions they frequently made and did not know much about the
platforms, 7% said they had nothing to add about their experience with the
platforms, and 3% said they had a negative experience, as they find these platforms
hard to use and understand.
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» User-friendly - easy to navigate

7% 3% and use

Understand basic transactions
but lack knowledge of
websites/apps

Hard to understand and use -
cannot perform transactions
easily

No experience

16%

Figure 9. Respondents experience with using digital banking services

Factors affecting the use of on-line/internet Banking services.

The factors influencing the adoption and use of digital banking services in the
residential zones were a question the researcher posed to the respondents based
on their perspective. Fig. 10 presents their responses.

According to the statistics in the figure, 32% of the respondents indicated that
network connectivity is one of the barriers preventing the use and acceptance of
digital banking services in their community. However, 28% of these residents
claimed that their devices are not compatible with the banking systems while 27%
of respondents complained about not having data or airtime. Lastly, 13% said that
there are still more obstacles other than the ones considered that prevent residents
from using digital banking services.

= Network connectivity

13%
Not having devices
compatible with online
27% banking services

o Not having data or airtime
28% to access internet banking

Others

Figure 10. Factors affecting the use of on-line/internet banking services

How Banking services are used

When using digital banking services, user behaviour is crucial since it protects users
from any threats to their banking information. This is the users' responsibility, so it
was critical to comprehend the safeguards they take to prevent their information
from being misused.

Disclosure of personal Banking information.

The respondents were asked about sharing their personal financial data, including
CVV numbers, passwords, and card numbers, in relation to the safe and secure
usage of digital banking services.

In Fig. 11, 64% of the respondents agreed that they do not share this information
with anyone and that it is kept a secret while 28% said they do and occasionally
share their personal banking information, and 8% said were neutral on the manner
they share information.
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7% m Strongly agree
21% ‘, Agree
54% Neutral
8% Disagree
10% = Strongly Disagree

Figure 11. Respondents disclosing of personal banking information

Utilization of digital banking services safely and securely.

When asked if they had ever shared their information or made an electronic
payment on websites, emails, SMS, or other forms that they didn't trust, the
respondents’ replies are shown in Fig. 12.

According to their responses, 59% of the respondents agreed that they had never
used websites or shared their information on websites they don't trust while 32%
said they may have or might find themselves in such situations, and 9% were
neutral about sharing their banking information in situations they didn't trust.

7% 8% m Strongly agree
' 9% Agree
% Neutral
% Disagree
= Strongly Disagree

Figure 12. Utilization of banking services safely and securely

E. Discussion

The results of this research highlight the significant impact digital banking has
on promoting financial inclusion in rural communities of South Africa. The findings
align with existing literature emphasizing the transformative possibilities of digital
financial services in historically neglected regions [44], [45]. The dominance of
smartphones as the primary platform for accessing digital banking services aligns
with studies showing the role of mobile technology in overcoming geographical and
infrastructural challenges [39].

Adoption factors and behavioural trends

The study observed high levels of digital banking adoption, with 97% of
respondents owning bank accounts and 42% preferring online banking. These
adoption rates are driven by services such as money transfers, online purchasing,
and credit settlements, aligning with literature highlighting convenience and lower
transaction costs [42]. However, security concerns persist, as 38% of respondents
fear unauthorized access to their accounts, and 36% worry about remote hacking.
This contrast underscores the need to address the behavioral and psychological
aspects of adoption, as suggested by [6].
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The skewed gender representation in the sample (65% female) presents a
limitation, as it may affect the generalizability of findings. Moreover, the shift
toward digital banking among younger and middle-aged individuals reflects the
influence of age and digital skills on technology usage. Expanding digital literacy
initiatives targeting older demographics could further broaden adoption.

Difficulties in Awareness of information security

A problem in users' understanding of information security remains a critical
concern, with many respondents highlighting risks such as unauthorized access,
data breaches, and fraudulent activities by bank staff (19%). These findings echo
global concerns about cybersecurity risks [52], including phishing and hacking.
While 64% of respondents follow secure habits, a significant minority engages in
risky behaviors, such as sharing passwords or using unsecured platforms. This
emphasizes the necessity for enhanced training programmes and awareness
campaigns, consistent with suggestions in the literature [51].

Structural and infrastructural obstacles

The results highlight key infrastructural issues such as network connectivity
problems (32%), incompatible devices (28%), and high data costs (27%), which
align with earlier research identifying the digital divide as a continuing obstacle in
rural areas [17], [49]. Addressing these issues requires collaborative solutions
among governments, financial organizations, and technology providers to enhance
infrastructure and broaden access to affordable internet [78],[79].

Furthermore, even with technological progress such as biometric authentication
and encryption, perceived threats persist in obstructing adoption. These results are
supported by studies highlighting the importance of transparent privacy policies
and consumer trust [34].

Implications for policy and practice

The results of this study indicate numerous practical implications for policymakers
and financial organizations. Firstly, there is an urgent requirement to enhance
digital literacy initiatives, especially in rural regions, to provide users with the
abilities and understanding needed to safely operate digital banking services. This
corresponds with international best practices that emphasize education and
awareness as essential elements of cybersecurity strategies [25, 26].

Secondly, financial organizations should improve user experience by streamlining
digital banking interfaces and offering multilingual assistance to cater to varied
user demographics. This might alleviate worries regarding usability and boost
adoption levels among groups with low technical skills [50]. Thirdly, collaborations
among banks, telecommunications companies, and government bodies might assist
in subsidizing internet expenses and enhancing network coverage, thus tackling the
infrastructural limitations recognized in this research.

Ultimately, building trust in digital banking demands a comprehensive strategy that
merges technological advancements, like blockchain for safe transactions, with
clear communication regarding data security policies. Financial institutions can
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foster and maintain consumer trust by showing their dedication to protecting user
data, which is essential for the enduring success of digital banking efforts [19].

F. Conclusion

This research emphasizes the major progress achieved in embracing digital
banking services in rural South African areas, driven by the ease of access and
convenience provided by mobile and internet banking. However, the results also
uncover significant obstacles that impede the complete fulfilment of digital
banking’s ability to enhance financial inclusion and economic empowerment. These
obstacles, such as a lack of awareness about information security, skepticism
towards digital platforms, and infrastructural issues like network access and cost,
illustrate a wider story reflected in the research on digital banking adoption in
developing areas.

The study confirms that digital banking provides various advantages, such as
greater financial inclusion, lowered transaction expenses, and increased efficiency
in financial services. However, these advantages are not equally shared, especially
among groups with lesser digital skills and technological access. The results
highlight the necessity for customized approaches to meet the unique requirements
of these groups, guaranteeing fair access to digital financial services.

The research further emphasizes the ongoing issues related to cybersecurity
with 36% of respondents expressing concerns about hacking and 38% fearing
unauthorized access. Although numerous users have embraced secure methods, a
considerable segment continues to be at risk from threats like phishing, hacking,
and social engineering. These weaknesses not only put individual users at risk of
monetary loss but also present reputational threats for financial organizations. The
study results confirm the importance of comprehensive cybersecurity measures,
user education, and transparent communication to promote trust and confidence in
digital platforms.

The research also highlights the ongoing issues related to cybersecurity.
Although numerous users have embraced secure methods, a large segment still
faces risks from threats like phishing, hacking, and social engineering. These
vulnerabilities not only put individual users at risk of financial loss but also present
reputational threats for financial institutions. These findings underscore the
necessity of thorough cybersecurity practices, educating users, and clear
communication to build trust and assurance in digital platforms.
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