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This research conducts an analysis of vulnerability management practices in 
three countries— the United States, Australia, and the United Kingdom— to 
serve as a benchmark for the National Security Operation Center (NSOC) for 
protecting Critical Information Infrastructure (CII) in Indonesia. The 
methodology employed is a document study of standards, regulations, and 
publications related to vulnerability management in these three countries. 
The analysis results are classified into Gartner’s Cycle, producing 38 
vulnerability management activities. The mapping of these activities to the CII 
Protection Framework in Indonesia demonstrates alignment with 35 sub-
categories of the framework, resulting in a vulnerability management cycle 
that can be proposed to NSOC for the protection of CII in Indonesia. 
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A. Introduction 
In the present era, technology is advancing rapidly, bringing various 

implications, such as the dissolution of borders between nations, interconnection 
with diverse systems, and ease of access to information through digitalization [1]. 
The diversity of these technologies, however, can also trigger negative impacts, 
including an increase in cyber threats, necessitating that all stakeholders remain 
vigilant and equipped with robust cybersecurity practices [2]. Critical Information 
Infrastructure (CII) is one of the key domains that must be protected due to its 
essential functions, encompassing sectors such as government, energy, 
telecommunications, transportation, finance, healthcare, food, information 
technology, and defence [3], [4]. The operation of CIIs is increasingly directed 
towards digitalization, interconnection, and computerization, making them highly 
vulnerable to cyberattacks [5]. Any disruption in these infrastructures could have 
significant consequences for the nation and society that depend on them [6]. 

To support the protection of CII, Indonesia has established regulations, 
notably Peraturan Presiden Nomor 82 tahun 2022 tentang Pelindungan 
Infrastruktur Informasi Vital. This regulation outlines measures for protection, 
prevention of disruptions, and enhanced preparedness in addressing cyber 
incidents targeting CIIs [7]. The protective measures for CIIs, as stipulated in the 
regulation, are further elaborated in the Peraturan Badan Siber dan Sandi Negara 
Nomor 8 tahun 2023 tentang Kerangka Kerja Pelindungan Infrastruktur Informasi 
Vital. This framework serves as a reference for implementing CII protection based 
on the core cybersecurity domains: identification, protection, detection, response, 
and recovery [8]. Adequate CII protection requires specialized organizations 
dedicated to providing cybersecurity support [9]. In Indonesia, the protection of 
CIIs is carried out by the National Security Operation Center (NSOC), which 
functions as the national-level Security Operation Center (SOC). CII is one of the 
primary areas of focus for NSOC protection, alongside internet service providers, 
central and regional government institutions, and other SOC providers in 
Indonesia [10]. 

In 2023, Indonesia recorded over 403 million cyberattacks targeting various 
CII sectors. Data breaches, defacements, malware attacks, and vulnerability 
findings in electronic systems within CII sectors accounted for a significant number 
of these incidents [11]. Cyber threats to CIIs are not limited to technical aspects but 
also extend to information indirectly related to critical infrastructure [12]. 
Additionally, security gaps in various electronic systems are often inadequately 
addressed, leading to cyber incidents such as online gambling defacements [13] 
and ransomware attacks on critical assets, such as the temporary national data 
center. Therefore, improved policies for addressing vulnerabilities and threats in 
CII are urgently needed. 

Vulnerability management is a preventive action that can be implemented to 
mitigate the impact of security gaps in electronic systems [14]. Prompt action on 
identified vulnerabilities and threats can help prevent more significant incidents 
at an earlier stage [15]. The urgency of implementing vulnerability management in 
protecting CIIs lies in its role in safeguarding critical assets and sensitive 
information [16]. The implementation of vulnerability management can leverage 
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the synergy between people, processes, and technology as a foundational 
framework for SOC operations tailored to the functions it supports [17].  

In terms of standards or guidelines, the NSOC currently lacks a specific 
framework for implementing vulnerability management to protect CIIs. Several 
countries have adopted comprehensive vulnerability management measures 
supported by government agencies specializing in cybersecurity, such as CISA in 
the United States, ACSC in Australia, NCSC in the United Kingdom, and other 
nations with high cybersecurity indexes. Each country has its standards and 
practices, which can be analyzed as references for developing a vulnerability 
management framework. The results of such analysis can be adapted to align with 
Indonesia's regulatory framework and cybersecurity practices. 

This study analyze the implementation of vulnerability management in three 
countries: the United States, the United Kingdom, and Australia. These countries 
possess comprehensive guidelines and implementation measures for 
cybersecurity [18]. The research methodology involves a document study of 
standards, regulations, and publications related to vulnerability management 
activities in each country, as well as coding activities based on Gartner's general 
vulnerability management cycle. This cycle consists of the stages of Preparation, 
Assess, Prioritize, Act, Reassess, and Improve [19], [20]. Gartner's management 
cycle was chosen due to its broad yet inclusive stages, covering all activities in 
vulnerability management. The study's outcome is a benchmarking map of 
vulnerability management activities in these three countries against the CII 
Protection Framework as a reference for the NSOC in carrying out CII protection 
[8]. This mapping can serve as a proposed implementation of vulnerability 
management for the NSOC to enhance the security of CIIs in Indonesia. 

 
B. Literature Review 

1. Vulnerability Management 
Vulnerability management is a critical component in ensuring the security of 

information technology assets. Several studies have implemented vulnerability 
management within the CII sector. Dissanayake et al. utilized the vulnerability 
management steps outlined in NIST SP 800-40 to address delays in vulnerability 
remediation within healthcare sector software. Their findings highlighted the need 
for improved coordination in disseminating remediation information and 
suggested applying vulnerability management to other sectors [21]. Sotiropoulos 
et al. implemented vulnerability management in Cyber-Physical Systems to 
minimize the numerous vulnerabilities within this sector [22]. Li et al. developed 
a vulnerability management platform for the transportation sector, which is 
characterized by complex and vulnerable IT networks [15]. Chhillar and 
Shrivastava proposed a vulnerability management framework for the academic 
sector [23]. Nikolaou et al. established vulnerability management processes, 
including incident management, identification, and information sharing, within the 
energy sector [24]. Meanwhile, Avadanei et al. developed a predictive model for 
vulnerability management in the telecommunications sector [25]. 
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2. Security Operation Center 
A Security Operation Center (SOC) is an organization equipped to implement 

protection for CII. Several studies have explored the role of SOCs in delivering 
security services. Fysarakis et al. examined the urgency of establishing centralized 
SOCs as a means of enhancing national cybersecurity, fostering collaboration 
across various sectors, and safeguarding critical infrastructure in the European 
Union [26]. Kassim et al. investigated operational practices and challenges within 
MyCERT and proposed improvements, including the need for a platform for 
information exchange between CSIRTs and a framework for operational support 
for CSIRTs [27]. Hore et al. suggested the application of vulnerability management 
to assets within internal SOCs [28]. Farris et al. proposed methods for managing 
and prioritizing vulnerabilities, emphasizing the importance of monitoring 
vulnerabilities within internal SOC operations [29]. 

 
3. Gartner’s Cycle 

The cycle proposed by Gartner provides a comprehensive overview of the 
implementation of vulnerability management [19], [20]. This cycle consists of one 
initial stage and five main stages, as illustrated in Figure 1. The implementation of 
vulnerability management begins with the Preparation stage. This stage involves 
the formulation of policies and procedures for executing vulnerability 
management. The main stages consist of Assess, Prioritize, Act, Reassess, and 
Improve, and are carried out continuously. These stages encompass key activities 
for managing vulnerabilities, such as asset identification, risk assessment, 
patching, verification of fixes, and monitoring and evaluating the implementation 
process. 

 
Figure 1. Gartner Vulnerability Management Cycle 

 
4. CII Protection Framework 

The Critical Information Infrastructure (CII) Protection Framework is 
derived from Peraturan Presiden Nomor 82 tahun 2022 tentang Pelindungan 
Infrastruktur Informasi Vital. In accordance with the mandate in this regulation, 
the BSSN (National Cyber and Crypto Agency) issued a framework consisting of 
four domains: Identification, Protection, Detection, Response, and Recovery [8]. 
Each domain encompasses various categories, sub-categories, and controls that 
can be applied as needed, as well as detailed implementation steps. When used for 
CII protection, this framework serves as a guide for planning, implementing, and 
evaluating security activities. 

https://doi.org/10.33022/ijcs.v14i1.4609


  The Indonesian Journal of Computer Science 

https://doi.org/10.33022/ijcs.v14i1.4609  326 
  

C. Research Method 
1. Document Study 

In the document study, an in-depth analysis was conducted on the 
implementation of vulnerability management in three countries. The selection of 
these countries was based on the analysis of cybersecurity implementation 
frameworks from the United States, the United Kingdom, and Australia [18]. This 
research provides an overview of the differences in the implementation of 
cybersecurity frameworks in each country, allowing for the identification of gaps 
in those frameworks. However, there has been no comparison at the practical 
application level, suggesting the need for further research exploring comparisons 
of cybersecurity practices, such as vulnerability management. Standards, 
regulations, and publications related to vulnerability management in these three 
countries will be analyzed to gather insights into the vulnerability management 
practices carried out by each country. 

 
2. Coding Activity 

In the coding activity, the analysis of vulnerability management 
implementation in the three countries was coded by identifying and classifying them 
into the steps of vulnerability management based on Gartner’s cycle. This coding 
activity is helpful in mapping the steps in the vulnerability management cycle to 
relevant activities in the three countries. This methodology is similar to the 
framework categorization performed by Azmi et al. [30]. The outcomes of the coding 
activity will highlight the vulnerability management activities of each country based 
on Gartner’s cycle, making them easier to understand and use as a reference. 

 
3. Activity Mapping 

After the coding activity, the activity mapping is used to map the activities 
within the vulnerability management cycle of each country to the CII Protection 
Framework in Indonesia. This mapping is intended to provide an overview of the 
vulnerability management cycle based on benchmarking from the United States, the 
United Kingdom, and Australia, in accordance with the standards applicable in 
Indonesia, so that it can be applied to protect CII. The NSOC can implement this 
vulnerability management framework as the national-level SOC, which is 
responsible for protecting CII. 

 
D. Result and Discussion 

1. Vulnerability Management Analysis 
This phase involves conducting an in-depth analysis of the standards, 

regulations, and publications related to vulnerability management practices in these 
three countries. 
 

a. Vulnerability Management in the United States 
The United States (US) has a standard related to the implementation of 

vulnerability management, namely the CRR Supplemental Resource Guide 
Vulnerability Management Version 1.1, which is the result of research 
collaboration between the Cybersecurity and Infrastructure Security Agency 
(CISA) and Carnegie Mellon University [31]. Broadly, the implementation of 
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vulnerability management is carried out through four main stages, which are 
explained as follows: 

1) Define a Vulnerability Analysis and Resolution Strategy 
In this stage, the strategy for implementing vulnerability management in 
alignment with the organization’s objectives is determined. This stage 
includes activities such as gathering information and support from 
stakeholders, defining the scope of the vulnerability management 
program, determining the methods to be used in the vulnerability 
assessment process, and documenting all activities that will be carried 
out in the vulnerability management process. Through this stage, it is 
expected that the organization will have all the necessary information for 
the subsequent stages. 

2) Develop a Plan for Vulnerability Management 
All the strategic information collected is compiled into a plan that 
includes the rules and procedures related to the vulnerability 
management program. This planning phase involves preparing planning 
documents, determining the effectiveness standards for the program, 
identifying training needs, selecting appropriate tools, identifying 
sources of vulnerability information, defining roles and responsibilities, 
and identifying the involvement of other stakeholders.   

3) Implement the Vulnerability Analysis 
This stage focuses on the implementation of the prepared vulnerability 
management program plan. Activities in this stage include providing 
training for end-users and personnel involved in the vulnerability 
management program, conducting vulnerability assessments, recording 
identified vulnerabilities, categorizing and ranking vulnerabilities, 
managing identified vulnerabilities to ensure proper handling, assessing 
the effectiveness of the vulnerability remediation efforts, and conducting 
root cause analysis for vulnerabilities. 

4) Assess and Improve the Capability 
As an organization, sustainability and continuity are critical when 
implementing a program, given that cybersecurity is constantly evolving, 
and organizations must remain adaptive in facing emerging challenges. 
Therefore, this stage is used to assess the program's condition and make 
improvements. The activities in this stage involve determining the 
current status of the program, gathering and analyzing information about 
the program’s condition, and enhancing the capabilities of the 
vulnerability management program. 
 

b. Vulnerability Management in Australia 
Australia has a government organization that plays an active role in 

coordinating national cybersecurity practices and formulating guidelines related 
to cybersecurity: the Australian Cyber Security Centre (ACSC). ACSC has developed 
various cybersecurity guidelines, which are documented in the Information 
Security Manual [32]. These guidelines are intended for both government and 
private organizations in Australia to implement protection for their information 
technology and operational technology from cyberattacks. Within the Information 
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Security Manual, there are several guidelines related to the implementation of 
vulnerability management, such as the Guidelines for System Management, 
Guidelines for System Monitoring, and Guidelines for System Hardening. 

These guidelines provide detailed steps for managing vulnerabilities. The 
Guidelines for System Management describe system patching procedures, 
including developing procedures for patch management, inventorying software 
assets in a register, conducting vulnerability scans, mitigating vulnerabilities, and 
deactivating assets that no longer receive security support. For vulnerability 
monitoring, the Guidelines for System Monitoring are used to regulate event 
logging and centralized monitoring, ensuring that it is detailed and includes 
retention periods. The Guidelines for Cyber Security Incidents provide procedures 
for handling security gaps, which include vulnerability detection, developing a 
vulnerability response plan, documenting identified vulnerabilities, implementing 
an insider threat program, and reporting vulnerabilities to asset owners and the 
public. Specifically, the Guidelines for System Hardening detail steps for hardening 
various components, including the Operating System (OS), applications, servers, 
authentication mechanisms, and virtualization systems. Recommendations for the 
timeframe for addressing vulnerabilities are provided in the Guidelines for 
Assessing Security Vulnerabilities and Applying Patches to ensure that patching is 
performed promptly according to the criticality of the vulnerability in the asset 
[33]. The Guidelines for Continuous Monitoring Plan further support ongoing 
vulnerability monitoring efforts. 

In addition to ACSC, the government of South Australia has guidelines that 
detail vulnerability management, specifically in the South Australian Cyber 
Security Framework – Vulnerability Management and Patching. The steps for 
vulnerability management outlined in this framework are as follows [34]. 

1) Identifying Security Vulnerabilities 
This step involves identifying assets using an asset register, identifying 
vulnerabilities from various sources, conducting vulnerability 
assessments, and performing penetration testing. 

2) Assessing Security Vulnerabilities 
This step involves assessing the risk of vulnerabilities using the Common 
Vulnerability Scoring System (CVSS) and determining the priority for 
handling vulnerabilities. High-risk vulnerabilities will be prioritized for 
remediation. 

3) Mitigating Security Vulnerabilities 
This step involves applying patches to vulnerable assets. If patches are 
unavailable or cannot be applied, alternative measures are implemented 
to reduce the risk of vulnerabilities in the assets. 

4) Reporting Vulnerabilities and Patching Compliance 
This step ensures that patching has been effectively applied and the 
results are documented. These documents serve as reports and provide 
valuable insights for future learning. 

 
c. Vulnerability Management in the United Kingdom 

In the United Kingdom (UK), the national authority responsible for 
cybersecurity services is the National Cyber Security Centre (NCSC). This 
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organization is a government entity that is part of the UK's intelligence services. Its 
cybersecurity services cover protection for Critical National Infrastructure (CNI), 
handling cyber incidents, and enhancing cybersecurity resilience. 

NCSC guides vulnerability management implementation through 
publications available on its web platform. This guidance is intended for 
organizations of all sizes, public sector entities, and professionals. The stages of 
vulnerability management, as recommended by NCSC, are as follows [35]. 

1) Put in place a policy to update by default  
This stage recommends that organizations implement a policy to update 
software by default when updates are available. Good communication 
preferences are needed to ensure that security updates are received 
promptly. The updates must be tested to ensure they do not cause issues 
in the assets. If a cybersecurity incident arises requiring a faster update 
process, policies for handling incidents should be developed so that 
exploitable vulnerabilities can be mitigated quickly. 

2) Identify your assets  
This stage involves identifying and cataloguing assets across various 
platforms, such as systems, services, cloud infrastructure, mobile devices, 
hardware, and software, along with assigning responsibility for those 
assets. Obsolete assets are categorized and explicitly handled. The 
identified assets undergo configuration management to ensure they are 
securely configured according to cybersecurity standards. 

3) Carry out assessments by triaging and prioritising 
This stage is implemented when updates or mitigation measures have not 
sufficiently reduced the impact of vulnerabilities. It involves triaging and 
prioritizing, which includes monthly scanning of all assets. Organizations 
may also develop a vulnerability disclosure program to receive reports 
from researchers. Identified vulnerabilities are categorized to facilitate 
prioritization. For each vulnerability, three actions are selected: 

• Fix - Implementing patching or other mitigation measures based on 
the highest impact vulnerabilities. 

• Acknowledge - Accepting the current risk of the vulnerability. 
• Investigate - Further investigation is conducted before mitigation 

or acceptance. 
4) The organisation must own the risks of not updating 

If the organization cannot apply remediation or fix the vulnerability, the 
risks must be accepted by the organization. This stage advises 
organizations to consider their risk appetite when accepting the risks 
associated with not addressing a vulnerability. 

5) Verify and regularly review your vulnerability management process 
This stage involves verifying that vulnerabilities have been appropriately 
handled. Regular reviews are also needed to ensure that the vulnerability 
management process aligns with the organization's evolving needs and 
standards. 
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2. Classification of Vulnerability Management Based on the Gartner’s 
Cycle 
Based on the analysis of vulnerability management practices in the United 

States, Australia, and the United Kingdom, coding was performed on the activities 
carried out in these countries. This coding process involved classifying the 
vulnerability management activities of each country according to the stages of the 
Gartner vulnerability management cycle in order to provide a comprehensive 
overview of the entire vulnerability management cycle, as detailed in Table 1. 

 
Table 1. Classification of Vulnerability Management Activities According to the 

Gartner’s Cycle 
Phase Country Activities 

Preparation United 
States 

1. Prepare the necessary documents and information for 
the planning and implementation of vulnerability 
management. 

2. Define the scope of the vulnerability management 
program (assets, services, and operational scope). 

3. Determine the method to be used in the vulnerability 
assessment. 

4. Designate responsibility for assets and budgeting in 
the execution of the program. 

5. Develop a document outlining the plan for executing 
the vulnerability management program. 

6. Establish roles and responsibilities for the 
implementation of vulnerability management. 

7. Determine the effectiveness of the vulnerability 
management program as a basis for program 
evaluation. 

8. Plan and execute training for end-users and program 
staff involved in vulnerability management. 

9. Identify the tools to be used in the vulnerability 
management process. 

Australia 1. Develop policies related to vulnerability management 
to enhance the success of the program implementation 

United 
Kingdom 

1. Develop policies related to default updates through 
good communication references to ensure timely 
receipt of updated information 

2. Develop policies for handling cybersecurity incidents 
that require immediate patching. 

3. Conduct testing on the applied patches 
Assess United 

States 
1. Identify sources of vulnerability information, 

including asset identification and external sources of 
vulnerability information. 

2. Conduct vulnerability scanning, either independently 
or through third-party services. 

3. Perform vulnerability assessments (penetration 
testing) to obtain a more detailed understanding of the 
vulnerabilities. 

4. Log identified vulnerabilities into a repository. 
Australia 1. Identify systems and assets using asset registers. 

2. Perform hardening on assets, including Operating 
Systems (OS), applications, servers, authentication, 
and virtualization. 
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3. Identify vulnerabilities from public vulnerability 
sources and vulnerability monitoring activities, 
documenting them in a cybersecurity incident register. 

4. Implement centralized event logging for monitoring 
potential vulnerabilities. 

5. Apply retention periods to logs. 
6. Conduct vulnerability scanning to identify 

vulnerabilities and misconfiguration tools. 
7. Perform penetration testing to identify vulnerabilities 

through real-world attack simulations. 
8. Run an insider threat mitigation program. 
9. Report vulnerability findings to asset owners. 

United 
Kingdom 

1. Identify assets and compile them into an asset 
catalogue. 

2. Classifying obsolete assets to facilitate easier 
identification. 

3. Implement configuration management for assets to 
meet security standards. 

4. Conduct regular scanning of all assets at least once a 
month. 

5. Run a vulnerability disclosure program to receive 
vulnerability reports from researchers. 

Prioritize United 
States 

1. Categorize the vulnerabilities that have been found, 
considering the relevance and the responsible parties 
for the affected assets. 

2. Prioritize the categorized vulnerabilities. 
3. Determine the classification of remediation actions for 

the identified vulnerabilities. 
Australia 1. Conduct vulnerability assessment using a 

vulnerability scoring system. 
2. Determine the prioritization of vulnerability 

remediation based on the highest risk. 
United 

Kingdom 
1. Categorize vulnerabilities based on specific categories. 
2. Determine risk mitigation steps, such as fix, 

acknowledge, or investigate 
Act United 

States 
1. Conduct testing of remediation. 
2. Implement remediation. 
3. Ensure that the results of remediation implementation 

are recorded in a repository for evaluating the 
outcomes of the remediation implementation 

Australia 1. Apply patching to workstations or servers to mitigate 
the impact of vulnerabilities. 

2. Apply patching by following the correct guidelines to 
ensure the patching functions properly. 

3. Apply relevant vulnerability mitigation measures if no 
patches are available. 

4. Implement a deadline for remediation based on the 
risk impact of the vulnerability. 

5. Deactivate assets that are no longer in use or no longer 
receive security support. 

United 
Kingdom 

1. Implement patching and mitigation for identified 
vulnerabilities. 

2. Accept the risks and impacts of vulnerabilities if they 
align with the organization's risk appetite. 

Reassess United 
States 

1. Evaluate the results of the remediation 
implementation. 
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2. Repeat the remediation process if necessary to ensure 
vulnerabilities have been adequately addressed. 

3. Conduct a Root Cause Analysis to identify the 
underlying cause of the vulnerabilities and develop 
appropriate remediation updates, which also serve to 
update the vulnerability repository. 

4. Monitor the results of remediation from the Root 
Cause Analysis. 

Australia 1. Implement monitoring of the patching process to 
ensure its proper application. 

2. Conduct regular scanning to identify new 
vulnerabilities and applicable patches. 

3. Assess the effectiveness of the applied patching in 
addressing vulnerabilities. 

United 
Kingdom 

1. Conduct verification to ensure that the vulnerabilities 
have been closed. 

Improve United 
States 

1. Regularly update the vulnerability repository. 
2. Evaluate the ongoing vulnerability management 

program to identify shortcomings or assess the 
effectiveness of the program (which is documented in 
a report). 

3. Develop a strategy for improving the vulnerability 
management program based on the evaluation results. 

4. Implement improvements based on the developed 
strategy. 

Australia 1. Provide reports on trends in security vulnerabilities, 
risks, and patching. 

2. Continuously monitor new vulnerability findings. 
United 

Kingdom 
1. Conduct periodic reviews of the vulnerability 

management process to align with organizational 
needs. 

 

3. Generalization and Mapping of Activities 
Vulnerability management activities in the United States, Australia, and the 

United Kingdom can be classified into the vulnerability management stages from 
Gartner. After classification, the stages of each country can be generalized based 
on similar or different activities, resulting in a comprehensive vulnerability 
management stage from the three countries. If this is to be used as a benchmark 
for NSOC in carrying out vulnerability management to protect CII, mapping the 
generalization into the CII Protection Framework can be conducted. NSOC can use 
the results of this mapping to apply the CII Protection Framework within the 
context of vulnerability management implementation.  

The results of the generalization and mapping into the CII Protection 
Framework are outlined in Table 2. This generalization results in 38 vulnerability 
management activities, with nine activities in the Preparation phase, nine activities 
in the Assess phase, four activities in the Prioritize phase, seven activities in the 
Act phase, five activities in the Reassess phase, and four activities in the Improve 
phase. All these activities are relevant and can be mapped into 35 sub-category 
points of the CII Protection Framework. 
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Table 2. Generalization and Mapping of Vulnerability Management Activities 

Phase Activities 
CII Protection 

Framework 
Preparation 1 Develop policies related to vulnerability 

management 
1.2.1 
2.4.2 

2 Develop a program implementation plan for 
vulnerability management 

1.2.2 
2.4.2 

3 Define the scope and limitations of the 
vulnerability management program 

1.1.2 

4 Establish roles and responsibilities in 
implementing vulnerability management 

1.1.3 
4.1.4 

5 Identify tools and methods to be used in the 
vulnerability management process 

2.4.2 
3.3.5 

6 Formulate the effectiveness level of the program 
implementation as a benchmark for evaluation 

1.2.2 

7 Develop policies for incident handling that 
require immediate patching 

1.2.3 
4.1.1 

8 Develop a training plan for vulnerability 
management implementers 

2.6.2 

9 Conduct testing on the routine patching process 2.2.2 
4.4.1 

Assess 10 Identify assets and organize them into an asset 
catalogue 

1.3.1 

11 Classify obsolete assets 1.3.4 
12 Perform hardening on assets 2.4.1 
13 Implement configuration management to ensure 

asset security standards 
2.4.1 

14 Implement centralized event logging and log 
retention periods 

2.5.6 

15 Run an insider threat mitigation program 3.3.2 
2.6.1 

16 Implement a vulnerability disclosure program to 
receive vulnerability reports from external 
sources 

1.4.2 
 

17 Conduct vulnerability scanning to identify 
vulnerabilities and misconfigurations 

3.3.5 
1.4.1 

18 Perform penetration testing to gain a detailed 
understanding of vulnerabilities through real-
world attack simulations 

1.4.1 
3.3.5 

Prioritize 19 Group or categorize vulnerabilities based on 
relevance, risk, or specific categories 

1.4.1 
1.4.4 

20 Assess vulnerabilities using a vulnerability 
scoring system 

1.4.4 

21 Determine risk management actions 1.4.5 
4.3.1 

22 Prioritize vulnerability handling based on the 
highest risk levels 

1.4.5 
1.4.7 

Act 23 Execute patching or mitigation of vulnerabilities 
according to risk response 

1.4.8 
4.4.1 

24 Apply other relevant mitigation steps if patching 
is unavailable 

4.3.3 
4.4.3 

25 Set patching or mitigation deadlines based on the 
vulnerability's risk level 

1.4.1 
4.4.2 

26 Test the effectiveness of remediations performed 3.3.5 
2.5.4 
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27 Disable assets that are no longer in use or lack 
security support 

3.3.5 

28 Accept vulnerability risks if they align with the 
organization's risk appetite 

1.4.8 
4.4.1 

29 Document remediation results in the catalogue 
for evaluation purposes 

4.3.3 
4.4.3 

Reassess 30 Evaluate and verify remediation 
implementations to ensure vulnerabilities are 
adequately addressed 

1.4.8 
4.4.1 

31 Conduct Root Cause Analysis (RCA) to 
understand the underlying causes of 
vulnerabilities 

4.3.3 
4.4.3 

32 Use RCA results to update the vulnerability 
catalogue and formulate remediation updates 

1.4.1 
4.4.2 

33 Conduct continuous monitoring to ensure the 
effectiveness of patching implementations 

3.3.5 
2.5.4 

34 Perform periodic scanning to detect new 
vulnerabilities or further patching needs 

3.3.5 

Improve 35 Regularly update the vulnerability catalogue and 
remediation actions 

1.4.1 
4.4.2 

36 Conduct periodic reviews of the vulnerability 
management program implementation in line 
with organizational needs 

1.4.8 
4.4.1 

37 Develop improvement strategies based on the 
evaluation of vulnerability management 
implementation 

1.2.2 
4.4.1 

38 Publish information related to trends in 
vulnerabilities, risks, and patching of electronic 
assets 

3.1.4 

 
E. Conclusions 

This research proposes the implementation of vulnerability management at 
the NSOC to protect CII in Indonesia. The activities within this framework can be 
determined based on benchmarking standards, regulations, and vulnerability 
management publications from three countries: the United States, Australia, and 
the United Kingdom, as well as mapping them into the CII Protection Framework 
as a reference for implementing CII protection in Indonesia. The vulnerability 
management practices in the United States, the United Kingdom, and Australia are 
explained in a comprehensive and structured manner, originating from 
government agencies responsible for cybersecurity practices. There are several 
similarities and differences in the activities, which can be classified into the 
Gartner vulnerability management cycle. The generalization and mapping of 
vulnerability management activities from these three countries resulted in 38 
relevant activities across 35 sub-categories in the CII Protection Framework. The 
results of this mapping can serve as a proposal for NSOC to implement effective 
vulnerability management in protecting CII in Indonesia. 
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