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The inefficiency of traditional administrative processes highlights the need
for innovative digital solutions. This study aims to evaluate and compare the
performance of blockchain-based and non-blockchain-based business
licensing systems to determine which approach offers better efficiency and
security. The blockchain system was developed using Hyperledger Fabric
with IPFS for data storage, while the non-blockchain system utilized Node.js
with the Express.]S framework and MinlO for storage. Testing involved
document upload and retrieval operations based on User ID and Document
ID. Results indicate that while the blockchain system offers enhanced data
integrity and security, it suffers from significantly slower performance,
especially in document upload operations. The non-blockchain system
demonstrated faster and more consistent response times, suggesting that in
contexts where speed is crucial, a non-blockchain approach may be more
suitable, despite the security trade-offs.
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A. Introduction

The bureaucratic process for document management in Indonesia remains
inefficient and ineffective due to the conventional methods still being practiced,
such as requiring citizens to visit government offices and use hardcopy documents.
On the other hand, digitalization in Indonesia is rapidly advancing, particularly in
the transportation sector, as seen with the emergence of online motorcycle taxis
that utilize technology in daily life. The government sector is also beginning to
adopt digital transformation, one example being 0SS (Online Single Submission), a
web-based application that simplifies business licensing for entrepreneurs and
MSMEs by integrating various governmental sectors [1]. While OSS is expected to
enhance public service efficiency and effectiveness, concerns arise regarding the
security of the data processed within the system. Given the large volume of data
and sensitive personal information, a technology capable of safeguarding data
security and integrity is required. In this context, blockchain emerges as a potential
solution. In this context, blockchain emerges as a potential solution. The
decentralized blockchain technology, supported by peer-to-peer consensus
mechanisms, can enhance data security and availability by preventing modification
and forgery by third parties [2].

Blockchain offers various solutions to address challenges related to data
management, security, and transparency in services such as e-passports, education
certification, and multi-tenant services in local and central government systems
[3][4][5]- For instance, blockchain's application in managing biometric data in
electronic passports ensures that sensitive information, such as the passport
holder's iris and fingerprints, is protected from unauthorized access and
tampering. This system uses IPFS (InterPlanetary File System) to store user data
permanently and securely, enhancing trust in a more efficient and decentralized e-
passport management system [3]. Blockchain technology is also used to enhance
the security of education certificates, which are vulnerable to forgery, through the
implementation of a private blockchain framework, Hyperledger Fabric, in digital
certification systems. This implementation helps maintain certificate data integrity
by assigning a unique ID to each certificate and managing user access with
different authority levels to prevent duplication and data manipulation by
unauthorized parties [6][4]. Additionally, challenges in managing multi-tenant data
in the same environment can be addressed through blockchain. This technology
ensures that data from different tenants is isolated and accessible only to
authorized parties. Moreover, if one node fails, other nodes can continue operating
normally, maintaining system continuity and integrity [5]. Blockchain also plays a
vital role in integrating various local government subunits, where previously
isolated units can be connected through this technology to enhance transparency,
efficiency, and inter-departmental trust. By implementing blockchain, the potential
for corruption and fraud can be minimized as it prevents stored data from being
modified and accessed by unauthorized parties while allowing faster and more
secure access to information [7].

Although the benefits of blockchain in enhancing data security and e-
government services are evident, further research is needed to identify the most
sustainable and suitable blockchain solutions for government applications. This
technology is expected to contribute significantly to creating more transparent,
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efficient, and trustworthy government services [8][9]. Additionally, implementing
blockchain in smart city systems can expedite civil administration processes by
reducing direct interactions and minimizing human error. Consequently, this
technology has the potential to bring about positive changes in how the
government manages and provides public services [10].

The purpose of this research is to implement and analyze the performance
comparison between a non-blockchain-based business licensing system and a
blockchain-based system (Hyperledger Fabric) in terms of speed, as well as to
explore the challenges and obstacles in the implementation process.

B. Research Method
a. Blockchain Service System Design
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Figure 1. The flowchart of the document upload process for issuing the NIB
(Business Identification Number) before it can be retrieved on the blockchain
service (storing process).

The blockchain service system is designed with the support of other
auxiliary services, such as Submission Service, Verification Service, and
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Document Engine Service. These services are part of the various services
provided by OSS, where their usage is interrelated and connected to the
development of the Blockchain Service system being studied. However, these
services will not be discussed further as they fall outside the scope of the
system service being developed.

To illustrate the interrelationship of these services, here are the steps
taken before the NIB (Business Identification Number) document is ready to
be retrieved by the applicant from the system (figure 1). First, the documents
required as prerequisites for issuing the NIB are uploaded by the applicant
through the Submission Service. Then, these documents undergo a verification
process conducted by the Verification Service. After the NIB issuance process
is completed, the Document Engine Service forwards the document to the
Blockchain Service to be uploaded into the IPFS (InterPlanetary File System)
data storage. Once the document is successfully uploaded, IPFS provides an
output in the form of a hash reference of the document, which is stored in the
blockchain along with other data attributes within the body of a block that is
part of a chain of blocks. Figure 2 illustrates the process when a user or
applicant wishes to retrieve the NIB document from the system. The detailed
process when a document retrieval request is received can be seen in figure 3.

User API Hyperledger Fabric
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Document Document
™ retrieval request | access request
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‘ 7 Document /< access?
' :
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Figure 2. The flowchart of the NIB document retrieval process through the
blockchain service (retrieval process).

b. Document (Engine) Service

This service is closely related to the operation of the Blockchain Service
under study and serves as a simulation of the actual service. The Document
Service is used to generate the NIB document, which will be stored in the
Blockchain Service system (Figure 6). Although it is primarily intended to
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support the Blockchain Service, the Document Service is also used in the non-
blockchain system for experimental purposes (Figure 7).
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Figure 3. User interaction with the Hyperledger Fabric blockchain framework as a
detailed part of the document retrieval request.
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Figure 6. The Document Engine Service forwards the officially issued NIB
document to the API for storage in the IPFS data storage, and the metadata of the
document is stored on the Hyperledger Fabric blockchain.
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Figure 7. The Document Engine Service forwards the officially issued NIB
document to the API for storage in the MinlO data storage, and the metadata of the
document is stored in the MongoDB database.
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Figure 8. The process flow that occurs when a user attempts to retrieve a
document stored in the Blockchain Service system.
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Figure 9. The process flow that occurs when a user attempts to retrieve a
document stored in the non-blockchain system.
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c. System Design for Testing
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Figure 10. The architecture of the system that being developed.

In this experiment, two systems were created: a blockchain-based
system and a non-blockchain system. Both have clients and APIs connected to
networks and object data storage like IPFS and MinlO. In Figure 10, the pink
section represents clients such as Document Service, API client, Web/Mobile
App, or CLL. The Document Service sends the NIB document in PDF format to
be stored in each system through an API, which acts as a communication
bridge between applications [11].

On the other hand, the purple section represents the Blockchain Service
for the blockchain-based system and the Server for the non-blockchain system.
The Blockchain Service uses two main technologies: Hyperledger Fabric and
IPFS. Hyperledger Fabric is an open-source, permissioned, enterprise-grade
distributed ledger technology (DLT) platform that supports smart contracts in
general programming languages without requiring cryptocurrency, thereby
improving performance and maintaining transaction confidentiality [12]. IPFS
is a peer-to-peer protocol for managing and transferring data through content-
based addressing in the form of hashes. One of its primary applications is
decentralized data publishing [13]. Both sides are connected on the same
network using Tailscale [14].

d. System Functionality
Both systems will have the same functionality, allowing users to:
o Register a new account
e Login
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e Perform searches based on user ID, document ID, and document
name
e Retrieve or download the NIB document

e. Sequence Diagram for Non-Blockchain and Blockchain Services
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Figure 4. The user performs the process of creating a new account or logging in to
the Blockchain Service system.
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Figure 5. The user performs the process of creating a new account or logging in to
the non-blockchain system.
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This sequence diagram explains the process of using both systems. The
account registration and login process for the blockchain service is shown in
Figure 4, and for the non-blockchain system in Figure 5. The process of
retrieving official business licensing documents stored in IPFS for the
blockchain service is explained in Figure 8. When a user retrieves a document,
the system verifies the transaction through a smart contract on HyperLedger
Fabric. If the conditions are met, IPFS sends a hash reference to access the
document according to the user ID. A similar process for the non-blockchain
system using MinlO is shown in Figure 9.

f. Blockchain Structure

The data attributes stored in the body block component of a blockchain
include User ID, Document ID, Document Name, Document Type, Timestamp,
and IPFS hash reference. Meanwhile, the metadata stored in the header block
component of a blockchain includes block hash, previous block hash,
timestamp, and Merkle Root. This structure can be seen in figure 11.

Block n Blockn +1

Header Header

Block Hash Block Hash

Body Body

Figure 11. A blockchain is a series of blocks that are connected to each other.
Each block has a header and a body component, with each component containing
stored data.

g. Database Structure

The non-blockchain system uses MongoDB to store metadata related to
issued NIB documents, such as User ID, Document ID, Document Name,
Document Type, and Timestamp. Additionally, MongoDB is used to store data
such as email and password for new account creation or user login purposes.

h. The Development of System being Tested
i. Blockchain Service System
The Blockchain Service is built using the Hyperledger Fabric test
network to test the smart contracts and applications developed [15]. As
shown in Figure 12, the test network is part of the on-chain entities that
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directly interact with the blockchain and manage transaction requests
from client applications in the off-chain entities. The client application
connects to the test network through a REST API Server that uses the
Fabric SDK with Node.js as the interface for communicating with
Hyperledger Fabric. This test network has one channel that hosts two
organizations: Orgl as 0SS (blockchain service) and Org2 as the user,
with each organization having a Root CA that manages the identities of
network participants. Each organization has an endorsing peer that
endorses transaction proposals and a committing peer that commits
transactions to the ledger. The orderer, connected to the channel, is
responsible for ordering transactions and distributing blocks to the
organizations in the network. The ledger consists of a blockchain, which
stores immutable transactions, and a world state, which speeds up
transactions by storing key-value pairs of the latest data.

In this network, the installed chaincode, developed using the Go
programming language, is tested. The REST API Server is developed using
Node.js and the Express.js framework and connects to IPFS through the
Helia library. The entire system is hosted on the same server and then
tested.

Hyperledger Fabric Test Network

nnnnnn
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| |
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| |
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Figure 12. The test network architecture adapted to the network design
intended for the Blockchain Service system.

ii. Non-Blockchain System

The Non-Blockchain system is built using Node.js and the Express.js
framework, connected to a MongoDB database to store metadata related
to issued NIB documents, as well as data such as email and password for
new account creation or user login purposes. Additionally, the system is
connected to MinlO, deployed using Railway App as an object data
storage solution that stores NIB documents. The entire system is hosted
on a server and then tested.

iii. Server
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The experiments involving both systems are conducted on a server
hosted using VM (Virtual Machine) instances on Google Compute Engine
located in Singapore. Table 1 shows the virtual machine configuration
used for hosting the server. Additionally, Tailscale configuration is
applied to the server to enable connection with the client.

Table 1. Configuration of the virtual machine used for hosting the server on
Google Compute Engine, utilized by both systems being tested.

Attributes Configuration
Region asia-southeast1 (Singapore)
Zone asia-southeast1-c

E2-standard-2, 1-2 vCPU (1
shared core), 8 GB RAM
Operating System Ubuntu 24.04

Architecture x86_64

VM Configuration

iv. Client
In this experiment, the client is a computer set up locally and connected
to Tailscale to communicate with the server, allowing for testing that
involves interaction with the APL.

v. Testing Tool
The experimental testing is conducted using a program written in
JavaScript, run in a Node.js environment, which is customized to
automate the testing of the two systems being evaluated.

i. Data Collection Techniques

The data used for testing is randomly generated using the Faker APL
This is done to protect the original data, which is confidential and sensitive.
The API has the ability to generate a number of realistic mock data based on
real data for testing and development purposes [16]. In this experiment, the
API is configured according to the testing needs, where 30 data entries are
generated using a local Indonesian instance to ensure the data is as similar as
possible to the population data of Indonesia. The generated data includes,
among other things, full names, which are a combination of first and last
names, and a randomly generated UUID string for the docld.

The collected data is then used to generate PDF documents that imitate
NIB documents. This is achieved with the help of the JavaScript library jsPDF,
which is used to generate PDFs through JavaScript [17]. Both the data and the
generated documents are processed through the document (engine) service,
which functions to generate NIB documents (Figures 6 & 7).

j- Analysis Techiques

The analysis will be conducted on the collected data related to the time
required to store/create documents and to query files using User ID and Doc
ID from both IPFS and MinlO. The time measurement does not include the
document download process due to limitations in the application used for
testing. This testing is applied to both systems by connecting the locally run
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Document (Engine) Service with the Blockchain Service hosted on GCP using
Axios, a JavaScript library used to make HTTP requests from programs written
in Node.js [18]. After the connection is established, the program hosted on the
Document (Engine) Service will be run 5 times, generating a total of 150 data
entries stored in .txt files for each test case, distinguished by timestamp. Each
program run will output the minimum, maximum, and average response times.
The output will then be averaged, and the results will be analyzed by
comparing the results obtained from both systems.

k. Experiment Procedure
The following outlines the steps taken in this experiment, separated
based on the system being tested:
i. Blockchain Service System

1.
2.

3.

Start the test network.

Create a test channel on the network that will host
both organizations.

Run the installed chaincode.

Enroll the admin and register the client on the test
network before running the client application.

Then, run the client application to test the Blockchain
Service according to the testing scenarios. This
application will also automatically record and store
the time required for each testing scenario.

ii. Non-Blockchain System

1.
2.

C. Result and Discussion

Run the non-blockchain application.

Then, run the client application to test the Non-
Blockchain Service according to the testing scenarios.
This application will also automatically record and
store the time required for each testing scenario.

Comparison of Average Document Upload Time
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Figure 13. Bar chart illustrating the comparison of average document upload
times per iteration in the Blockchain Service and non-blockchain systems.
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Although Figure 13 shows that the Blockchain and Non-blockchain
systems have similar data projections, particularly in the first iteration where
the document upload time is longer compared to subsequent iterations, there
is a significant difference in the time required. The Blockchain system, on
average, takes 2850ms in the first iteration, which is 743% slower than the
Non-blockchain system, which only takes 338ms. Overall, the Blockchain
system takes an average of 2778.97ms to upload documents, much slower
than the 310.55ms on the Non-blockchain system, indicating that the Non-
blockchain system has superior performance.

Comparison of Average Query Time by User ID

[Blockchain] Average Get Document by User ID Time per Iteration [Non-Blockchain] Average Get Document by User ID Time per Iteration
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Figure 14. Bar chart illustrating the average document query time based on User
ID per iteration in both system.

The first image in figure 14 shows the average response time for
retrieving documents based on User ID in the blockchain-based system, while
the second image shows the same for the non-blockchain system. The
blockchain system shows a significantly higher response time compared to
the non-blockchain system, indicating that the process of retrieving
documents by User ID is slower in the blockchain-based system. The average
response time for the blockchain system is more than six times higher than
the non-blockchain system, demonstrating a significant difference in time
efficiency. The blockchain system shows greater variability in response times
between iterations, whereas the non-blockchain system maintains better
consistency in similar cases.

Comparison of Average Query Time by Document ID

The first image in figure 15 shows the average response time for
retrieving documents based on Document ID in the blockchain-based system,
while the second image shows the same for the non-blockchain system. The
blockchain system shows a significantly higher response time compared to
the non-blockchain system, indicating that the process of retrieving
documents by Document ID is slower in the blockchain system. The average
response time for the blockchain system is about four times higher than the
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non-blockchain system, indicating a significant difference in efficiency. The
blockchain system shows greater fluctuation in response times between
iterations, particularly in the third iteration, while the non-blockchain system
exhibits better consistency.

[Blockchain] Average Get Document by Document ID Time per Iteration [Non-Blockchain] Average Get Document by Document ID Time per Iteration

—==- Overall Avg: 299.76ms 80 —-- Overall Avg: 76.81ms

70 A

60

Average Response Time
Average Response Time

100 1

1 3 1 2 3 4 5
Iteration Iteration

Figure 15. Bar chart illustrating the average document query time based on
Document ID per iteration in both system.

Comparison of Average Time for All Operations on Both Systems

Comparison of Mean Response Times: Blockchain vs Non-Blockchain

Scenario
B Blockchain

2500 A B Non-Blockchain

N
o
o
o
L

1500 4

1000

Mean Response Time (ms)

500 A

Upload Get by User ID Get by Doc ID
Operation

Figure 16. Bar chart illustrating the comparison of average upload times, and
document query times based on User ID and Document ID per iteration in the
Blockchain Service and Non-Blockchain systems.

This bar chart in figure 16 compares the average response times for
three main operations: upload, query by User ID, and query by Document ID
between blockchain-based and non-blockchain systems. The blockchain
system shows much higher response times for all operations, indicating that
blockchain adds significant overhead compared to the non-blockchain
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system. The upload operation is the most affected by the use of blockchain,
showing nearly ten times the response time compared to the non-blockchain
system, followed by the query by User ID and query by Document ID
operations. All operations on the blockchain system are consistently slower
than on the non-blockchain system. This indicates that, while blockchain may
offer advantages in terms of security and transparency, there are significant
trade-offs in terms of speed and efficiency.

D. Conclusion

This study shows that the Hyperledger Fabric blockchain-based business
licensing system with IPFS as data storage has significantly slower performance
compared to the non-blockchain system developed using the Express.]JS
framework on Node.js with MinlO as data storage in terms of processing speed.
Across all types of operations tested, such as document upload, document retrieval
by User ID, and Document ID, the blockchain system consistently exhibited higher
response times, with the most notable difference occurring in the document
upload operation. While blockchain offers potential advantages in security,
particularly in maintaining data integrity and preventing manipulation, these
results indicate that a compromise must be made, which in this case is speed.

Additionally, the challenges and obstacles in implementing the blockchain
system, such as the complexity of the architecture and the overhead associated
with network management and consensus, also contribute to the decreased
performance compared to the simpler and faster non-blockchain system.
Therefore, although blockchain-based systems may be more reliable in terms of
security, their implementation requires careful consideration, especially in
contexts where speed is a critical factor in the operation of a system.
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