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Risk management in the software development lifecycle (SDLC) is a
continuous process that addresses risks throughout a system's lifecycle,
including acquisition, development, maintenance, or operation. Despite its
importance, ineffective risk management practices can lead to project
failures, impacting organizations financially and reputationally. Therefore,
there is a need for a systematic understanding of risk management practices
in SDLC. This study conducts a Systematic Literature Review (SLR) related to
risk management activities performed by previous research during the SDLC.
The SLR method combines Kitchenham with the toll-gate method to select
literature for use. This SLR aims to investigate activities in traditional
waterfall and agile development processes, which will be mapped into risk
management activities in SDLC according to ISO 16085:202. Additionally, the
review highlights the challenges encountered in implementing risk
management in the SDLC process, including project complexity, adherence to
policies and standards, lack of communication, lack of resources, and
organizational culture.
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A. Introduction

Software development follows a structured path, commencing with planning
and progressing through design, development, testing, implementation,
maintenance, and support, collectively called the Software Development Life Cycle
(SDLC) [1]. Throughout this process, software development projects are inherently
prone to risks that can significantly impact their success, quality, and profitability
[2]. Effective risk management is crucial to mitigate these risks, ensuring that
software development projects are completed on time, within budget, and meet
the required quality standards [3].

The Standish Group's Annual CHAOS 2020 report reveals alarming statistics,
indicating that 66% of technology projects globally, drawn from an analysis of
50,000 endeavors, culminated in partial or complete failure [4]. Notably, even
small-scale software projects have a one-in-ten chance of failure, underscoring the
pervasive nature of this issue [5]. As software systems evolve into large-scale
entities characterized by heightened complexity, the accompanying growth in
project size and intricacy amplifies associated risks [6]. Consequently, in the
contemporary landscape, managing these risks is imperative to navigate
challenges and bolster the likelihood of project success [7].

According to the Project Management Body Of Knowledge (PMBOK), risk can
be defined as an event or series of uncertain events and, if they occur, will have a
negative or positive effect on one or more project objectives [8]. Risk can also be
defined as the possibility of loss arising when a threat exposes a vulnerability [9].
Risks identified in a company's assets can bring tangible and intangible value.
Tangible value relates to actual costs, such as lost revenue and repair costs. In
contrast, Intangible value refers to worth that extends beyond monetary measures,
encompassing elements like customer trust, potential future losses, and the sway
customers have over others [10].

Based on ISO 12207 (a standard related to the software development life
cycle), a software product or service development goal may encompass various
dimensions, including financial viability, health outcomes, security measures, and
environmental impact [11]. Risks can arise at multiple levels of an organization
and can be caused by internal and external factors [12]. These factors
subsequently influence the likelihood of risk occurrence and its impact on business
objectives. In the context of SDLC, risks can arise at the project, product, and
process levels [13].

Suppose there is no mitigation against the risks identified during the SDLC
process. In that case, the company will incur losses related to product quality,
increased production costs, added time to project completion, and failure to meet
predetermined timelines [17]. Identifying and tracking risks will help improve
project success and achieve quality software [18]. In this regard, risk management
plays a crucial role in identifying risks [11].

Despite the importance of risk management in software development, many
projects struggle with ineffective risk management practices, leading to delays,
cost overruns, and poor quality [19]. The lack of a comprehensive risk
management approach can result in project failures, which can have significant
financial and reputational consequences for organizations [20]. Therefore, there is
a growing need for a systematic understanding of risk management practices
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throughout the SDLC to identify best practices, challenges, and areas for
improvement.

Several studies have discussed risk management in software development
life cycles, including those conducted by research [21] and [22]. Research [21]
evaluated the application of risk management in various software development
methodologies, while research [22] conducted a literature review on risks related
to traditional and agile software development. However, both studies used the
framework risk management ISO 31000:2018, a general organizational risk
management standard. This standard does not specifically regulate risk
management in software development [23]. To address risk management in SDLC,
one can use the more specific standard ISO 16085:2021 for software development
[24].

In this study, we will conduct a systematic literature review (SLR) on
literature related to risk management conducted during the SDLC. The results of
the SLR will be mapped to SDLC activities with occurring risk management
activities, challenges faced, and recommendations for overcoming constraints
encountered during the implementation of risk management in the SDLC. Risk
management activities will be based on ISO 16085:2021, which discusses a
comprehensive and structured framework for managing risks in system and
software engineering projects [24].

This research is structured as follows: Part 1 explains the introduction, Part 2
describes the research methodology conducted, Part 4 explains the results and
discussion, and Part 5 presents the research conclusions.

Risk Management

Risk management is a systematic process conducted to identify, assess, and
prioritize risks associated with every asset or project used to reduce their impact
on operational activities and organizational objectives [25]. Based on ISO
16085:2021, the risk management process conducted in the SDLC consists of 7
stages visualized in Figure 1. The following are the stages that occur:
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Figure 1. Risk Management Process Model
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1) Technical and Management Processes

This process involves stakeholders used to gather information about the scope
and boundaries, both internally and externally, related to risks within the
organization. The organization should identify internal and external elements
that may influence the objectives and outcomes of risk management. Internal
factors may involve the organization's culture, structure, and assets, while
external factors may include the regulatory environment, economic conditions,
and market trends [26], [27].

2) Plan Risk Management

Planning risk management consists of two activities: defining the risk
management strategy and defining and recording the context of the risk
management process. A risk management strategy is conducted to determine
the objectives and scope of risk management activities to be carried out. This
strategy includes risk tolerance questions that explain the project's attitude
toward risk-taking and influence the activities and tasks in the project
management process [26], [28]. The next activity is to define and record the
context of the risk management process, which includes a list of stakeholders,
descriptions of relevant stakeholders, risk categories, descriptions of technical
and managerial objectives, assumptions and constraints, and relevant
information that can influence risk analysis and treatment [26], [28].

3) Manage the Risk Profile

In managing risk profiles, the activities carried out are defining and recording
the risk thresholds and conditions and establishing and maintaining the risk
profile. Defining and recording the risk thresholds and conditions are done to
determine the level of risk exposure handled or accepted by the development
project team. By establishing risk thresholds and conditions, actions to mitigate
these risks are more measurable, allowing the organization to know when to
accept, monitor, or address risks according to the risk threshold values
obtained [26], [29]. Furthermore, establishing and maintaining the risk profile
is conducted to ensure that current and historical risks that occur during the
project remain consistent. By understanding the risk profile well, organizations
can take more effective actions to reduce the impact of risks and leverage
potential opportunities that may arise [26], [29].

4) Analyze Risks

Risk analysis is conducted to understand better the risks that may affect a
project, activity, or organization. In risk analysis activities, several tasks are
performed, namely: identifying risks in the categories described in the risk
management context, estimating the likelihood of occurrence and consequence
of each identified risk, evaluating each risk against its risk threshold, defining
and recording recommended treatment strategies and measures [26], [30].

5) Treat Risks
Treat risk is systematically applying policies, procedures, and practices to
modify risk. Treating risk aims to minimize negative consequences and their
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likelihood while potentially increasing the possibility of positive effects. These
modifications can include various actions to manage and control the level of
risk. Activities to address identified risks include identifying recommended
alternatives for risk treatment, implementing risk treatment alternatives,
monitoring high-priority risks, and coordinating management actions for
selected risk treatments [26], [30].

6) Monitor Risks

Monitoring should be carried out by the organization to demonstrate the
success of risk management plans, strategies, and management systems that
have been implemented to manage risks effectively. There are several activities
conducted in risk monitoring, namely, continually monitoring the risk
management context, implementing and monitoring measures to evaluate the
effectiveness of risk treatments, and continuously monitoring for the
emergence of new risks and sources throughout the life cycle [26], [31].

7) Evaluate the Risk Management Process

The evaluation of the risk management process is conducted to measure and
assess the effectiveness of the process in identifying, analyzing, managing, and
mitigating risks that may affect a project, activity, or organization. Activities
carried out during risk evaluation include analyzing recurring issues, problems,
and risks over time, identifying lessons learned, and improving the risk
management process [26], [32].

B. Research Method

This section will explain the method used to conduct the Systematic
Literature Review (SLR) using Kitchenham to address the research questions.
Systematic Literature Review is a literature review method used to identify, assess,
and interpret all findings in a study to answer pre-defined research questions [33].
SLR has three main stages: planning, implemention, and reporting the results of
the SLR, as described in Table 1. The following is a detailed explanation of each
step of the SLR conducted:

Table 1. SLR Phase
Phases Steps

Planning SLR Search Strategy

Inclusion and Exclusion

Quality Assessment

Implementation SLR Primary Study Selection

Data Extraction

Data Synthesis

Reporting SLR Documenting the extracted result

Planning SLR

Planning for the SLR is the first step in preparing and conducting the SLR. This
process is done to ensure the success and validity of the review. The following is an
explanation of the planning stages of the SLR conducted:
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1) Search Strategy

Research questions are primary in determining search and analysis strategies
when conducting the SLR. We have identified the research questions in this study:

RQ1: What risk management activities have been addressed by the related

studies?

RQ2: What challenges are faced when implementing risk management in the

SDLC?

To search, we used a logical connector search string [34]. In utilizing logical
connectors, the OR logical operator is used for alternative terms, and AND
combines these terms. With the specified keywords, the following is the search
strategy that will be used in this research:

(("implementation" OR "challenge") AND ("risk management” OR "risk
mitigation") AND ("software development life cycle” OR "software
engineering life cycle") OR "software risk"))

2) Inclusion and Exclusion Criteria
The inclusion and exclusion criteria will be used to select the literature.
Inclusion criteria select relevant literature studies suitable for the research
questions. In contrast, exclusion criteria eliminate studies irrelevant to the
research questions [33]. Table 3 describes the inclusion and exclusion criteria used
in this research.
Table 2. Inclusion and Exclusion Criteria

Code Inclusion Criteria Code Exclusion Criteria

IN1 The literature published between EX1  Literature related to risk management
2018 and 2023 that is not specific to SDLC

IN2 The literature is published in journals EX2  Literature that is unrelated to risk
and conferences management in SDLC

IN3 The literature is written in English EX3  Literature discussing types of risks

IN4 The literature must provide answers EX4 Literature from books, magazines, and
to the research questions blogs

EX5  Literature that does not answer the
research questions

EX6  Literature that is not accessible with
full-text

EX7  Systematic Literature Review literature

EX8  Duplicate literature

Implementation SLR

We extract all data from publications using the inclusion and exclusion criteria
and the research questions for study quality. The toll-gate method is employed to
refine the research articles identified during the literature collection process,
ensuring the selection of high-quality literature. [35], [36]. Tabel 3 shows five steps
associated with toll-gate method.

The toll-gate method is performed after we select literature based on inclusion
and exclusion criteria, resulting in 412 works of literature related to the research
topic. After conducting these 5 phases, we found 28 literature considered as
primary studies. Finally, quality evaluation is applied to the literature selected by
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the toll-gate method. Table 5 provides the results of the election conducted using
the toll-gate method.

Table 3. Toll-gate steps

Toll-gate method

Step 1: Utilizing search terms to discover relevant articles

Step 2: Assessing articles based on their title and abstract

Step 3: Assessing articles based on introduction and conclusion

Step 4: Assessing articles based on full-text reading

Step 5: Compiling the final primary literature for SLR using predetermined criteria for assessing
study quality.

Table 4. SLR Process Result

Electronic Database 1 2 3 4 5
IEEE 167 48 30 20
Science Direct 57 19 10 17
Emerald Insight 35 21 11 4 44
ACM 86 23 13 9
Total 345 111 64 50
Reporting SLR

The reporting phase of the SLR is a crucial stage that involves a comprehensive
analysis of insights gained from previous steps. In this stage, findings will be
gathered and documented [37]. We will analyze the risk management processes
undertaken and the challenges faced in the Software Development Life Cycle
(SDLC) based on the literature studies conducted.

C. Result and Discussion

After completing the predetermined research steps outlined in the
methodology section, this section will present and discuss the results obtained
from the SLR process.

Literature Demography and Visualization

In this section, we will explain the demographics of the selected journals.
Figure 4 will illustrate the distribution of journals related to the research topic
from 2018 to 2023. Based on the graph results in Figure 4, research on risk
management in the SDLC was most prolific in 2022, with nine literatures.

12
12

Frequency

2023 2022 2021 2020 2019 2018

Year

Figure 2. Journal Distribution 2018-2023
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After identifying the journal distribution, we identified keywords based on
the titles and abstracts available in the journals. Figure 5 displays the network of
keywords frequently appearing in the primary studies. This keyword network was
created using the VOSviewer application.
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Figure 3. Visualization of Selected Literature Keywords

From the visualization of the keyword network shown in Figure 5, many
keywords indicate essential elements in the stages of the SDLC, such as time,
process, cost, security, and data, which can experience vulnerabilities and bring
risks during the software project development process. Regarding risk
management, the most dominant based on keywords is risk assessment during the
SDLC. To examine in more detail the risk management processes conducted in the
literature, we will map the risk management activities, challenges faced, and
recommendations provided by the literature during the implementation of risk
management in the SDLC in the next section.

Risk Management Activities

Based on ISO 16085:2021, the risk management activities conducted to
control risks that occur during the SDLC consist of 6 stages: technical and
management processes, plan risk management, manage the risk profile, analyze
risks, treat risks, monitor risks, and evaluate the risk management process [24].
Table 6 shows the mapping of risk management activities to the SDLC process,
which is both traditional (Waterfall) and agile (Scrum). This process is done to
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identify activities conducted parallel to the two approaches. The following is a
more detailed explanation of the mapping performed:

Table 5. Mapping SDLC - Risk Management Activities

Risk Management Traditional Development Agile Development
Technical and Management Requirement Analysis Sprint  Planning, Grooming
Processes Backlog
Plan Risk Management Requirement Analysis Sprint  Planning,  Grooming
Backlog
. . . Sprint Planning, Grooming

Manage Risk Profile System Design Backlog

Analyze Risk Implementation Sprint  Planning, ~ Grooming
Backlog

Treat Risk Testing Daily Scrum

Monitor Risk Deployment Daily Scrum

Evaluate Risk Management Maintenance Sprint Re.VleW dan  Sprint
Retrospective

1) Traditional Development

The first stage in the waterfall process, which is traditional development, is
defining requirements, which involves understanding the business context and the
scope of software development [38]. Additionally, developers elicit requirements
from stakeholders regarding the software's functionality (functional and non-
functional) and features [39]. At the same time, risk management activities are also
conducted in technical and management processes and plan risk management [40].
Technical and management processes are carried out while identifying the scope
of software development. Defining the context (determining scope and
boundaries) of a software development project can assist in managing project
resources, timelines, and the risks involved [41].

The second stage is the design phase. In the design phase, the project team
will use the results of the requirements identification and logical model generated
from the previous process as inputs in designing the architecture that supports
software design [42]. In this process, the project team also analyzes the impact and
likelihood of project development risks, such as compiling the existing risk profile
in the risk profile activity [43].

The third stage is implementation. During this process, the development
team will use the requirements specifications and design documents prepared in
the previous stage as a guide for coding [44]. This process aligns with the risk
analysis process that occurs in risk management. In the implementation of SDLC,
risk identification may include risks related to system failures, resource shortages,
or errors in coding [13]. Additionally, estimating and evaluating potential risks are
carried out to determine which risks are most likely to occur in the system
development process and should be prioritized for mitigation [45].

The fourth stage involves testing or evaluating the developed product.
Testing will be conducted to ensure that there are no bugs and that end-user
experiences are not disrupted [46]. During the testing phase, developers will
carefully inspect their software, noting any bugs or defects that must be tracked,
fixed, and retested. This process is also done in conjunction with the risk
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management process, namely, treating risks by taking various actions such as risk
avoidance, risk mitigation, risk transfer, and risk acceptance [47], [48].

After ensuring that the software meets the requirements through the testing
process, the next stage is deployment [49]. The deployment phase will involve
installing the software by creating installation guides, operating systems, and
functions accessible to end-users [50]. This process also involves monitoring for
emerging risks, such as critical bugs, or identifying potential issues or arising risks
during the deployment process, which can then be considered new risks [51].

The final stage in the software development process using traditional
development is maintenance. The maintenance phase involves maintaining the
software to ensure performance aligns with issues or risks detected after use,
adding, or changing features based on user feedback [52]. During maintenance, the
risks found due to adding and altering software features will be evaluated. This
process enables the team to make informed decisions and prioritize feature
changes according to the associated risks [21].

2) Agile Development

Sprint Planning is the first stage in the Scrum process, which is one of the
agile development approaches. In this stage, the team forecasts the work to be
completed in the next sprint. Sprint planning sets the sprint goals, details the work,
estimates the time required, and creates the Sprint Backlog [53]. The next activity
is called Grooming Backlog. Grooming Backlog is a periodic activity where the team
updates, prioritizes and elaborates on items in the Product Backlog. The aim is to
ensure that the items in the Product Backlog are ready to be included in the Sprint
Backlog during Sprint Planning [54]. Grooming Backlog also helps the team clarify
the details and estimates of work and adjust the priority of items based on
changing business needs [55]. This procedure aligns with several activities in risk
management, such as technical and management processes, plan risk management,
manage risk profile, and analyze risk. This event happened because the planning
and software design process carried out in Scrum occurs in every sprint [56].

The next step is the Daily Scrum. The Daily Scrum is a brief daily meeting
conducted by the development team within the Scrum framework to synchronize
the team, coordinate work, and identify any obstacles encountered during
development [57], [58]. Risk management activities in this process include
monitoring and treating risks [58]. In the risk monitoring process, the team will
monitor anything related to potential new risks that emerge during development
[59]. Risk monitoring also tracks the progress of implementing previously planned
risk mitigation actions. As for the risk treatment activity, it involves taking
necessary mitigation actions to reduce the negative impact of the risks identified
[60].

The process that concludes a sprint is the sprint review and sprint
retrospective. In the sprint review process, the development team and
stakeholders engage to review the work results achieved during the sprint,
ensuring business needs and feedback are addressed and making decisions for the
next steps [61]. Subsequently, for the sprint retrospective, the team will review the
overall performance throughout the sprint. This process is done to gather lessons
learned to be used as opportunities for improvement in the next sprint to provide
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more excellent value to the developed product related to overall performance, and
issues or risks arising from both processes are used to evaluate risk management
strategies and update mitigation plans [62], [63]. Integrating these processes
enables the development team to proactively manage risks and enhance project
success [64].

Challenges in Implementing Risk Management

During the implementation of risk management in the SDLC, as discussed in
the literature, several challenges were encountered. Here are the challenges
identified:

1) Project Complexity

The first challenge is project complexity. Complex software projects involve
intricate features, abundant integrations, unfamiliar technologies, large teams with
varied skills, and strict time and budget constraints. This complexity impacts risk
management in software development [65]. Firstly, there is difficulty in identifying
all risks because complex projects have more potential failure points that may be
overlooked [66]. Additionally, the interconnected nature of complex projects
makes it challenging to predict how risks in one area may affect others.
Furthermore, complex projects require more comprehensive and flexible
mitigation plans to address unforeseen issues [65].

2) Policies and Standards

The next challenge is related to policies and standards. Policies and standards
provide a framework for identifying, assessing, mitigating, and monitoring risks
throughout the development [67]. Policies referred to are the guidelines for risk
management in the development process. This document contains roles and
responsibilities for risk management activities (identification, assessment,
mitigation, monitoring), risk management processes to be followed throughout the
SDLC, and the level of risk tolerance (the level of risk that the organization can
accept) [84]. Standards are defined as more specific guidelines that provide
practical details on implementing risk management policies [68].

In this domain, the challenges usually experienced include stakeholders' lack
of understanding and awareness of the policies and standards set for the project,
leading to errors in interpreting the applicable provisions [69]. Additionally,
there's often a lack of support and commitment from senior management to
implement policies and standards consistently. Inconsistencies and fragmentation
of policies and standards across various departments also pose challenges and
difficulties in integrating them with existing risk management frameworks [70].

3) Lack of Communication
The next challenge relates to insufficient communication in software
development risk management. During the risk identification stage, there is often
limited communication, causing team members to not fully understand the
project's objectives, dependencies, and potential challenges [71]. Consequently,
many risks go unidentified due to inadequate communication. Without open
communication among stakeholders, conflicts may arise in risk selection, leading
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to inaccurate risk assessments [72]. Disruptions in team communication can also
delay conveying information about emerging risks, rendering applied mitigation
strategies ineffective [73]. Limited communication may also prevent the team from
being aware of changes in project scope, deadlines, or technology, potentially
resulting in neglect of how these changes affect existing risks [74].

4) Lack of Resources

Resource shortages in the software development lifecycle can pose
challenges in risk management, resulting in various issues, such as increased
unidentified risks due to limited time and team skills [75]. Resource shortages can
also limit the development of comprehensive contingency plans, and without
adequate resources, the team will struggle to assess risks during development
[76]. Resource constraints can also hinder regular risk monitoring, causing
planned mitigation strategies not to proceed as planned [77].

5) Organization Culture

Organizational culture can also be a significant barrier to effective risk
management implementation. The first challenge in this domain is the lack of
awareness and understanding of individuals' roles and responsibilities in risk
management [78]. This challenge is often caused by senior management's lack of
commitment to allocate resources and time for risk management activities related
to the software development process [79]. Another challenge is a culture that
blames team members who report risks out of fear of being held accountable,
which can lead to overlooked risks and delayed mitigation efforts [80].
Additionally, reactive approaches such as waiting for problems to arise before
addressing them are common in organizational culture issues, leading to rushed
decisions and ineffective risk mitigation strategies [81].

D. Conclusion

Based on the literature selected from 2018-2023, the study concludes that risk
management in software development is a crucial factor in ensuring project
success. 44 relevant pieces of literature meeting the criteria for journal quality
were identified for review. Through keyword visualization, it was observed that
five words are associated with essential elements in the stages of the SDLC: time,
process, cost, security, and data. These elements are prone to vulnerabilities and
risks during the software project development process. Both the traditional
waterfall process and agile development approaches, such as Scrum, integrate risk
management activities throughout their stages. However, implementing risk
management in software development is not without challenges. These challenges
include project complexity, adherence to policies and standards, communication
gaps, resource constraints, and organizational culture. These hurdles may hinder
the identification, assessment, mitigation, and monitoring of risks, ultimately
affecting the success of software development projects. Thus, software
development teams must recognize and address these challenges proactively to
ensure effective risk management and project success. For future research, it is
recommended that scholars focus on devising strategies to tackle the challenges
associated with implementing risk management in software development.
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