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The development of information technology today has had a significant 
impact on various aspects of human life, including in the industrial sector. 
One example is the integration of information technology in company 
operations to use it as a supporting tool for sending data and information 
which is the main reference for organizational management in decision 
making. To measure the level of capability of the IT system used, companies 
can use the COBIT 2019 framework, which not only helps in assessing the 
suitability of IT systems, but also provides recommendations for solutions to 
problems faced by the company. For example, research results show that 
problems related to data backup failures have been identified in Domain 
DSS01, with recommended solutions such as implementing policies related 
to information security from outsourced employees, establishing internal 
management processes, setting up timely incident tickets, and implementing 
recommendations to overcome non-compliance. 
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A. Introduction 
To survive in today's digital era, every company or organization needs to 

think about ways to keep their business running amidst the massive onslaught of 
technology. One way is by utilizing Information Technology or Information 
Systems (IT/SI) [1]. The investment costs and risks are large in the use of IT/IS in 
companies so that the use of IT/SI can increase the efficiency and effectiveness of 
existing business processes. To ensure whether the IT/IS investment implemented 
in a company is in line with the company's business objectives or not, a technique 
called IT Governance can be used [2]. Without good IT governance in the company, 
it will be very difficult to assess how effective the company is in implementing IT 
[3]. Even though someone has already regulated the IT/IS system, it does not rule 
out the possibility of risks occurring that could hamper the company's business 
processes. 

One of the risks that can occur within the scope of technology utilization is 
the occurrence of backup or data backup failure incidents [4]. Therefore, 
companies need to think about a strategy so that data backup failures can be 
avoided [5]. If we refer to data published by databoks.katadata.co.id, the second 
biggest risk experienced by companies globally in 2022 is business disruption [6]. 

The risk of business interruption ranks second in terms of the greatest risk 
that may be experienced in a company [6]. The risk of data backup failure can be 
categorized as business disruption if data backup failure occurs repeatedly, 
disrupting the business processes of the company that experiences it [7]. The 
problem in question is a data backup failure at the Indonesian branch company. 
The data that companies most often fail to back up is manufacturing data. 

The results of interviews at the company show differences between the 
company's Information Technology (IT) mission and objectives with a focus on the 
effectiveness and optimality of technology support, while business objectives 
emphasize asset security. The main problem arises in manufacturing data backup 
which can hamper the transformer sales process if not addressed immediately. To 
overcome this problem, the company plans to measure the level of IT/IS 
governance capabilities using the COBIT framework. The results of these 
measurements are expected to be a guide for the IT and sales divisions to align the 
company's mission and goals regarding data backup. 

Frameworks commonly used for IT governance include COBIT (Control 
objectives for Information and Related Technology), and CMMI (Capacity Maturity 
Model Integrated) [8]. Each framework mentioned above has its own use. The 
COBIT framework focuses on evaluating the performance of IT application to 
business processes in a company [9]. The CMMI framework is used to evaluate the 
quality of applications used by a company [10]. 

IT governance is divided into five main components: IT strategy alignment, 
the value that IT can provide, IT risk management, performance measurement, and 
IT resource management [11]. Based on the four frameworks mentioned 
previously, the COBIT framework is the most comprehensive framework for use in 
measuring IT governance in a company [12] [13]. 

The framework that will be used in this research is the COBIT 2019 
framework. The selection of the COBIT 2019 framework is based on the focus of 
COBIT 2019, which focuses on aligning business objectives with the use of IT in 
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companies that are not yet aligned so that it affects the company's business 
processes [14] [15]. Apart from that, the COBIT 2019 framework can also provide 
recommendations, solutions and guidelines for problems experienced by 
companies [14] [16]. In this research, a company's capability level will be 
measured to determine the company's ability to implement IT processes [17]. 
Measuring the level of company capability was carried out because it was in 
accordance with previous research which also measured the level of capability of a 
company/organization using the COBIT 2019 framework [18][19][20][21]. 

Therefore, with the problems that have been found, an audit will be carried 
out to evaluate IT governance in the company. This research will use COBIT 2019 
as an audit framework that measures capability levels and issues 
recommendations for completion as output from the audit carried out in this 
research. So that the results of the evaluation and recommendations provided will 
have a good impact on the company in implementing IS/IT and existing business 
processes. 

 
B. Research methods 

In this research, qualitative methods were used, the data used for this 
research was obtained from a literature review, the results of interviews with the 
company and the results of audit observations. The audit activity plan that will be 
carried out at the company in this research is depicted as in the picture below. 

 
Figure 1. Research Flow [22] [23] 

Figure 1 shows the research flow with the following explanation: 
1. Identification of problems 

The problem identification process aims to identify the obstacles faced by 
companies that encourage them to implement IT governance using COBIT 
2019. To obtain information, interviews were conducted with company IT 
staff. 

2. Data collection 



  ISSN 2549-7286 (online) 

Indonesian Journal of Computer Science   Vol. 13, No. 3, Ed. 2024 | page 4277   

At this literature study stage, learning is carried out through books, journals 
and articles related to this research topic. The journals, books and articles 
reviewed will be used as references that can help this research. Through 
this literature review, the principles related to the COBIT 2019 framework 
used in this research can be identified. 

3. COBIT Mapping 2019 
The COBIT 2019 process goal mapping stage was carried out to determine 
the process goals that will be measured. Goal mapping will use the COBIT 
2019 Design Toolkit as a tool to determine relevant COBIT 2019 process 
goals that will be evaluated within the company. This process aims to 
determine the basis for measuring process objectives in accordance with 
the COBIT 2019 framework. 

4. Recommendation 
From the evaluation results obtained using the COBIT 2019 framework, this 
research will provide recommendations to companies to overcome and 
resolve problems and increase the level of company capability. 

5. Company feedback 
At this stage, as a result of the recommendations that have been given, the 
company will provide feedback by first reviewing whether the 
recommendations given are appropriate and can help the company to 
resolve existing problems. 
 

C. Results and Discussion 
Identification of problems 
At this stage, problems occurring in the company will be identified by 
collecting data to determine the next stage, namely COBIT 2019 mapping. 
 
Data collection 
At this stage, data collection is divided into 2 stages, namely literature study 
and interviews. The literature study stage is carried out by reading and 
understanding books, journals and articles related to theory and previous 
research that are related and used as references in this research. At the 
interview stage, it will be carried out by interviewing the company, namely Mr. 
Reggie, as one of the IT divisions at XYZ company. Interviews are conducted to 
find out the problems that occur in the company and provide an assessment of 
the audit documents for each objective that has been mapped. From the results 
of interviews, the problem that often occurs in companies is related to data 
backup failures. 
 
Mapping COBIT 2019 
At this stage, mapping will be carried out using the COBIT 2019 framework 
based on the results of interviews, namely the problem of data backup failure. 
From the COBIT framework, mapping will be selected from five domains using 
the COBIT 2019 Design Toolkit tools. The mapping process is as follows: 
a) Understand the company’s corporate focus. 
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b) Determine the initial scope of the governance system by measuring design 
factors 1-4 to determine the company's strategy, objectives, risk profile 
and IT problems. 

c) Improve the initial scope of the governance system by measuring design 
factors 5-11 to determine threats, compliance, IT role, IT sources, 
implementation methods, technology used, and company size. 

d) Concluding the governance system design and obtaining COBIT 2019 
objectives. 

e) Determine respondents to assess audit documents using the RACI Chart 
regarding COBIT 2019 objectives from the results of design factor 
mapping. 

f) Measuring the level of capability from the objectives obtained. 
g) Analyze the gap between the current capability level and the target 

capability level. 
The summary results of the design factors that have been carried out are as 
follows. 

 

 

Figure 2. Factor Design Summary 

Figure 2 displays the results of all design factors that have been measured, 
providing information about the domains that companies must prioritize for 
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improvement. All domains are assessed on a scale from the lowest, namely -100 to 
the highest, namely 100. Although all processes will be assessed, not all of them are 
considered important or given priority. Determining the level of ability that is 
prioritized is a Domain that has a score of 85 or more. Domains that score 85 or 
more on the design Factor are DSS01. 
RACI Chart 

RACI is an abbreviation for Responsible, Accountable, Consulted, and 
Informed [24] [24]. RACI Chart is one of the tools used in decision making and 
helps company/organization management to identify the roles and responsibilities 
of each employee in the company/organization [25] [26]. 

Table 1. RACI Chart Objective DSS01 

No Activity 
IT Deputy 
Manager 

EPC Business 
Unit 

1 
DSS01.1: Perform operational 
procedures. 

R R 

2 
DSS01.2: Manage outsourced I&T 
services. 

R R 

3 DSS01.3: Monitor I&T infrastructure. R A/C 
4 DSS01.4: Manage the environment. R A/C 
5 DSS01.5: Manage facilities. R A/C 

 
Table 1 shows the roles and responsibilities of the roles responsible for the 

DSS01 domain, namely IT Deputy Manager and EPC Business Unit, in the audited 
company. Individuals who have the R (responsible) role will be respondents in the 
audit document report, while individuals who have the A (Accountable) / C 
(Consulted) role are the people responsible for the success of this domain. 
Process Assessment Profile and Capability Level Achievement 

The first thing to do is conduct interviews and distribute questionnaires to 
Auditees. After distributing a questionnaire to determine the level of capability in 
the company, the following results were obtained with the details listed in table 2. 
Table 2 describes the condition of the company's current level of capability, which 
is in the DSS01 – Manage Operation domain. 

Table 2. Conclusion of Audit Results 

Summary Results 

Process 
ID 

Process 
Description 

Process Purpose 
Achieved 

Capability Level 
1 2 3 4 5 

DSS01 
Manage 
Operations 
 

Deliver I&T operational 
product and service 
outcomes as planned. 

F F L   

Table 3 contains an explanation of the assessments that must be passed in 
order to proceed to the next capability level, namely with an average of >85% for 
each level. Based on table 3.1, it can be concluded that the company has a 
capability level at level 3 with an average score of 76.7% which is at level L, namely 
largely achieved, so it cannot continue to assess the capability level to the next 
level and must stop at level 3. 

Table 3. Scoring scale  

Scale Identity 
< 15% (N) Not Achieved 
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15% - 50% (P) Partially Achieved 
50% - 85% (L) Largely Achieved 

> 85% (F) Fully Achieved 

The DSS01 process in COBIT 2019 is the process of coordinating and 
implementing the operational procedure activities required to provide internal 
and outsourced IT services, including the implementation of previously established 
standard operating procedures and necessary monitoring activities [26]. The 
following are the results of measuring the level of capability in the DSS01 process. 

Table 4. DSS01 Capability Measurement 

Process Name 
Level 0 Level 1 Level 2 Level 3 Level 4 Level 5 

DSS01 
Rating by Criteria F F F L   

Rating by Percentage 100% 100% 85.20% 76.68%   
Capability Reach    3   

In table 4, it can be concluded that the DSS01 process reached level 3 with a 
percentage of 76.68% in the criteria, namely L (largely achieved). After the DSS01 
objective calculation process was carried out, the results of measuring the level of 
capability were obtained. Based on the findings, a gap analysis will be carried out 
from the results of measuring the current level of capability (current maturity 
level) with the target level of expected capability (expected maturity level) . This 
gap analysis is used to determine the comparison of the current capability level 
and the target capability level in order to identify processes that need to be 
improved and improved. 

Table 5 will explain the company's maturity level and the expectations it 
should achieve. 

Table 5. Gap Analysis 

Gap analysis 

Process 
Current Maturity 

Level 
Expect Maturity 

Level 
Gap 

DSS01 3 4 1 

Table 5 shows the results of the gap analysis between the results of 
measuring the current capability level (current maturity level) which is worth 4 
and the expected capability level target (expected maturity level) which is worth 3, 
so the calculated gap is 1.  

 

Figure 3. Gap Analysis 
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Figure 3 shows a graph comparing the results and targets of the company's 
DSS01 domain capability levels. Based on the results of objective assessments that 
have been carried out previously, there are several findings from activities that 
have a score of ≤ 50. These findings are used to evaluate the company's IT 
governance performance and as a reference for improvement. These results help 
determine the impact the company experienced. 

Table 6. DSS01 Findings and Impact 

Process Activity Findings Impact 
DSS01.02 - 

1 
Ensure that company 
requirements regarding 
information process 
security comply with 
contracts and SLAs with 
third parties that organize 
or provide services. 

Some information 
process security does not 
comply with contracts 
and SLAs. 

Sensitive or confidential 
business data may be 
exposed or become 
vulnerable to access by 
unauthorized parties. 

DSS01.03 - 
5 

Ensure incident tickets are 
generated timely when 
detection of specified 
thresholds. 
 

There was a delay in 
creating an incident 
ticket. 

Can hamper handling of 
data backup failures. 

DSS01.05 - 
5 

Ensure that physical wiring 
and labeling (data and 
telephone) are arranged, 
organized and well 
documented. 

Physical wiring and 
labeling are not well 
structured or organized 

Difficulty in tracking, 
managing, and 
maintaining certain 
cables. 

Table 6 shows the findings and impacts of processes DSS01.02, DSS01.03, 
and DSS01.05 related to third-party contracts, incident ticket delays, and cable 
labeling. 
Recommendation 

Based on the results of measuring the level of capability and the findings and 
impacts that have been carried out, recommendations will then be given, namely 
recommendations for improvement and recommendations for increasing the level 
of capability level in accordance with the COBIT 2019 guidelines to improve 
several activities that still have a score of ≤ 50 and increase the level of capability 
level of the company. 

 
Improvement Recommendations 

Recommendations for improvement are used to improve activities that still 
have a score of ≤ 50 in accordance with the findings and impacts contained in table 
3. Recommendations for improvement are given for objective DSS01. 
 

Table 7. DSS01 Improvement Recommendations 

Process Activity Recommendation 
DSS01.02 Ensure that company requirements 

regarding information process 
security comply with contracts and 
SLAs with third parties that organize 
or provide services. 

Develop and implement comprehensive 
data security policies and procedures. 
Assess security risks regularly and 
implement data security controls 
regularly. 

DSS01.03 Ensure incident tickets are created in a 
timely manner while monitoring 

Improve monitoring processes and use 
appropriate technology. improving 
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identified deviations from specified 
thresholds. 

communication, defining roles and 
responsibilities on the team. then develop 
procedures for handling incidents that 
occur. 

DSS01.05 Ensure that physical cabling and 
labeling (data and telephone) is 
arranged and well organized. 
Document wiring and conduit 
structures (e.g. building floor plans 
and wiring diagrams). 

Develop physical wiring and labeling 
policies and procedures. And develop 
controls to mitigate risks that could occur 
in infrastructure, followed by carrying out 
infrastructure improvements. 

 
Table 7 shows the recommendations from the DSS01.02 process to Ensure 

that enterprise requirements regarding information process security comply with 
contracts and SLAs with third parties that host or provide services. The 
recommendation given is that companies can develop and implement 
comprehensive data security policies and procedures and implement data security 
controls periodically. 
 
Recommendations for Increasing Capability Levels 

Recommendations for increasing the level of capability are used to improve 
the activities of processes that are still at level 3, so that by providing 
recommendations it is hoped that they can help the company to improve activities 
and increase the level of capability. Apart from that, through these 
recommendations it is also hoped that IT use can be aligned with business 
activities in the company, so that company goals can be achieved. 

Table 8. DSS01 Level 3 Improvement Recommendations 

Process Recommendation 

DSS01.02 • Create regulations and procedures related to data security that cover 
various things. 

• Carry out work records and adjustments by complying with contracts 
with third parties or service providers. 

• Create internal IT management processes and appoint people to 
oversee them. Create procedures and policies to prevent company 
information from being disseminated widely. 

DSS01.03 • Record violations and the conditions of the incident. 
• Ensure incident tickets are created in a timely manner while 

monitoring identified deviations from specified thresholds. 
DSS01.04 • Determine insurance policy requirements for emergency measures 

and plans. 
• Assess existing emergency measures and plans to ensure compliance 

with insurance policy requirements. 
• Create reports detailing assessment results and recommendations to 

address points of non-compliance. 
• Implement recommendations that have been made and follow up to 

ensure that points of non-compliance have been resolved. 
DSS01.5 • Develop physical wiring, labeling policies and procedures, and 

controls to mitigate risks that could occur in infrastructure. 

 
Table 8 shows recommendations for increasing the level of capability level 3 

of the DSS01 objective. Managed Operations. The recommendations given include 
that companies implement several policies related to the security of company 
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information from outsourced employees, create an internal management process, 
ensure incident tickets are made on time and implement recommendations that 
have been made to ensure points of non-compliance can be resolved. 

 
D. Conclusion 

From the results of the research that has been carried out, the DSS01 
capability level is obtained at level 4. The expected capability level is at level 3, it 
can be concluded that there is a gap of 1 level from the current capability level. The 
recommendations given to increase capability levels are implementing policies 
related to company information security from outsourced employees, creating 
internal management processes, ensuring incident tickets are made on time and 
implementing recommendations that have been made to ensure points of non-
compliance can be resolved. Further research can be carried out to evaluate how 
mature Information Technology (IT) governance, especially database servers, is in 
manufacturing companies using the COBIT 2019 framework. It is hoped that the 
results of this research can become a reference for similar studies in the future or 
to combine with other frameworks. in broader research. 
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